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1 Overview

The Illumio application for ServiceNow provides enriched workload collection on the PCE (Policy
Compute Engine) instance using the database of workloads discovered by ServiceNow.

The application features allow you to use the ServiceNow tables as a customized source for
workloads as well as synchronize the data to PCE both automatically and manually. Choose the
source tables for workload discovery and fields for label mapping flexibly.

The application allows for the periodic discovery of workloads from ServiceNow to keep the data set
updated. It sends the information about newly found workloads from ServiceNow to PCE and allows
updates of the already known workloads with modified labels if required.

1.1 ServiceNow Integration

Architecture

ServiceNow Instance

Cloud . ,
DB ¢ Perimeter Firewall
SNOW Job Queue |
MID
Server
o =mw a
© - a
Corporate o wa
Network 44~
ServiceNow © m®
Software
Figure 1. Integration of ServiceNow and lllumio Application

The architecture diagram in Figure 1 shows how the lllumio software components, the application
inside the ServiceNow instance and PCE, are working with ServiceNow.

As a ServiceNow user, you know that the ServiceNow® CMDB (Configuration Management Database),
when paired with ServiceNow Service Mapping, becomes service-aware, enabling your ServiceNow
applications to be service-aware as well. The CMDB identifies managed and unmanaged workloads in
a ServiceNow application. That CMDB workload data needs to become available in the Illumio PCE.

The PCE can ingest CMDB workload data by sending a request through the MID Server to pull data
from the SN job queue. In the ServiceNow instance itself, the lllumio application directs the CMDB
workload data to the SN job queue.
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1.2 Data Flow Between the CMDB to PCE

The diagram in Figure 2 shows the flow of data between the CMDB to PCE:

lllumio App for ServiceNow Diagram

1.

SNOW: CMDB SNOW: lllumio App SNOW : ECC Job .
Context Context Queue Mid Server lllumio PCE

«— Get CMDB data ——
) Add to table
Store Job = Fetch Job
Periodically - Get data >
#—— PCE Data
44— Send Data
Update Table
Determine Conflicts
) Sync CMDB with PCE
Store Job = Fetch Job
Periodically — Update PCE data —
44— Send Result h
) Update Table
) Update results
Figure 2. Diagram of ServiceNow and Illumio integration

CMDB: The workflow data from CMDB is drawn in the SN ECC job queue through the Illlumio
application.

lllumio application: The application collects and configures the data and adds it to a table.
It also does the following:

e Updates the tables to determine any conflicts
® Syncs the data from CMDB with PCE
e Stores the job in the ECC job queue after performing the updating and syncing.

In general, the Illumio application initially collects, configures, and adds the new job data to
tables in the ECC job queue, and then also continuously updates these tables resolving
conflicts and syncing it with PCE.

ECC job queue: Both the new job data coming from the Illumio application and the updated
data coming from PCE gets stored in the ECC queue.
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4. MID Server: The server fetches the new and updated job data periodically from the ECC
gueue and sends it to PCE.
It also draws the data from the PCE and sends it directly to the lllumio application.

5. PCE: The engine forwards the data to the MID Server, which then can send it to the lllumio
application on SN.

1.3 lllumio Application

The Illumio application has these features:
= Dashboard, used to view the CMDB data

» Configuration Screen
=  PCE API settings

»=  Automatic sync job scheduler
=  Set Critical groups
= Set Threshold limit
* PCE Field Mapping Screen
= ServiceNow CMDB table selection; mapping to PCE labels
»  Specify criteria to exclude Cls
= PCE Workloads table

=  Workload managed, unmanaged or unknown to PCE — used for creating unmanaged
workloads

* Label conflicts — used for updating PCE labels using the CMDB as source of truth.
» Scheduled jobs status
= Critical Label groups details

=  Process Monitor
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2 Installation

This section describes how to download/install the lllumio application from the store.

2.1
The s

Supported lllumio Versions

upported Illlumio application versions:

e v19.3 (on-prem)

e v21.2 (on-prem)

e v21.5(on-prem)

e Vv21.5 (SaaS)

2.2

Supported ServiceNow Versions

The ServiceNow versions compatible with the lllumio application:

e Paris

e Quebec

® Rome

2.3

Provi

2.3.1

Prerequisites

de the following prerequisites before installing the lllumio application:

Plugins

Activate the following plugins for the integration:

e Configuration Management (CMDB) (com. snc. cmdb)

e TextIndex (com.glide.text index)

To install the required plugins:

2.3.2

1. Log in to your instance with your HI credentials.
2. Verify you have the system administrator (admin) role.
3. Navigate to System Definition > Plugins in your instance.

4. Search and install the listed plugins.

Connectivity

o Connectivity to lllumio PCE via MID Server must be available.

e The lllumio application supports proxy on both sidee, Between MID server and ServiceNow as

well as between MID server and Illumio PCE.

e Whether to use proxy between MID server and PCE is based on user’s choice.
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2.3.3 MID Server

Make sure the following prerequisites for discovering the PCE Workloads are in place:
e The MID Server is accessible from the ServiceNow instance.
e The MID Server can communicate with the ServiceNow instance directly or via a proxy.
e Proxies are correctly set.
e lllumio PCE is accessible from the MID Server.

e lllumio PCE is accessible through the proxy defined in the MID server (If the user wants to
have proxy between PCE and MID server)

e |llumio PCE APIs are accessible from the MID Server.

2.4 Permissions and Roles

ServiceNow requires the listed roles and these roles need specific permissions to perform various
activities:

® The system administrator (admin) can install the integration application plugins.

e lllumio Admin can configure the “PCE Configuration”, collect workloads from PCE, Sync
workloads to PCE.

e lllumio User can sync workloads to PCE.

2.5 Application Download/Install
e Get the lllumio App from the ServiceNow Store to the ServiceNow instance.

Go to the following URL:
https://store.servicenow.com/sn appstore store.do#!/store/application/15314f1ddb882700dc9fabc
5ca961943/, click on “Get” and enter your HI Credentials to get the application for your instance.

1. Log to the instance to which you want to install the application.

Page: 9 of 51



L]
SerV|Cen OW Illumio ServiceNow Integration Guide

servicenow | Store Q, illumio Search logh =

nd Solutions ~ ServiceNow Products  Integrations ovationLab  Event

Back to Search Results.

(1 LIS Cortified Aop Get
lllumio App for CMDB
'L'l Using CMDB data, update workloads and labels on the lllumio PCE
= =2 Contact Seller

lllumio Inc
Compatibility: Paris, Orlandio, New York | Other App Versions @ View Profile
Pricing
Free Type

Integration

o veson
130
Other App Versions

£= Product Details Rat Revie
Dependencies and Licensing

View Dependencies and Licensing Requirement:

Summary g?mputlbllwty

Oriando
New York

Supporting Links and Docs

Sen

Support Contacts
1l

ServiceNow App Suppor

support@illumiocom

Industry

Financial Services

Healthcare

Figure 3. lllumio application on the ServiceNow store

2. Navigate to “System Applications” -> “All Available Applications” -> “All”.

System Applications ®

= * O

System Applications
Getting Started

Studio

W All Available Applications

All

Installed

Available To Obtain From Store

ServiceNow Products

3. Search for the lllumio App for CMDB application, select it, and click on “Install”.

4. One progress bar will appear and after some time the application will be installed into your
instance.
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5. Your application is installed automatically onto your instance, and you can navigate to it by
searching “lllumio” in the navigation bar, as shown below.

illumio

=

Illumio

Dashboard

¥ Configuration
PCE Configuration

¥V Tables
PCE Workloads
Scheduled Jobs
Critical Label Groups

V¥ Support

Support Contact

Figure 4. List of lllumio application modules

2.6 Upgrade Application

Steps to upgrade application from the store:
e Login to the instance Navigate to System Applications > All Available Applications > All.
e Find the application with the filter criteria and search bar.
o Next to the application listing, select the version to install.
e Click Install.

2.6.1 After upgrading the application older than 1.3.1 to 1.4.0 version

® When System Administrator upgrades the lllumio application from the older version than
1.3.1 to the 1.4.0 version, System Administrator needs to run the following fixed script in the
Background script of ServiceNow instance in order to fill the required data in the PCE
workloads.
® Please note that if the user is not running data collection after upgrading from an older
version than 1.3.1 to the 1.4.0 version, then and only then the System Administrator needs to
run the below script.
e If a user is running the Illumio data collection after upgrading from an older version then
there is no need to run the following script.
e Steps to run the script:
1. The admin role is required to run the below script.
2. Go to System Definition - > Script — Background. Select global from the scope.
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Running freeform script can cause system disruption or loss of data.

Run script (JavaScript executed on server)

Integration - xMatters

W Scriptincludes

XxMBackgroundBatchSync

System Definition

Scripts - Background

System Logs

Transactions (Background)

Run script | in scop: Record for rollback? @ Exccute in sandbox? () Cancel after 4 hours @
customer
No scripts
Figure 5. Run background script after app upgrade

3. Copy the following script and add it in the Run script.

grWorkload =
GlideRecord('x illu2 illumio illum

grWorkload.query () ;
if (!'grWorkload.hasNext ()) {
gs.info ("No workloads found in the table. nce skipping the record
updates")
} else {

gs.info ("Started updating the

while (grWorkload.next ()) {

grWorkload.servicenow cmdb identifiers list =

grWorkload.getValue ('cmdb reference fie
if (!'grWorkload.update()) {
gs.error ("Error while updating tt
grWorkload.sys id);
}
}

gs.info ("Suc ully updated the

4. Click on Run script to run the script.
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3 Configuration

This section lists the required configuration steps for the Illlumio application.

3.1 Configure the MID Server

You need to install the MID Server to communicate with lllumio PCE and ServiceNow. Deploy the MID
Server in the local network and install its agent in the same network with the product with which you
want to communicate.

3.1.1 The required role

System Administrator (admin)

3.1.2 Pre-requisites
The MID Server user configured on the agent should have these roles:
e mid_server

e lllumio MID Server User (x_illu2_illumio.mid_server_user)

Details on How to Configure MID Server are also provided in
https://docs.servicenow.com/?context=CSHelp:MID Server

3.1.3 Sizing Considerations

In addition to the ServiceNow MID server system requirements, it is recommended to scale the MID
server’s heap size based on CMDB Cl and PCE workload counts. See the Known Scenarios section
below for details.

3.1.4 Configuration steps
Follow these steps:
1. Set up a host within the local network as a MID Server agent.

2. Inthe left navigation pane, type mid server in the search box and select Servers in the “MID
Server” section.
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SerVicenOW. explore beyond limits

= *

MID Server
Installation Instructions
DI ET
Dashboard
Servers

Server Issues

©)

Figure 6.MID Server module in the navigation menu

3. The VM/mid-server details will automatically show in the list of MID Servers.

@ MID Servers m Search Name ¥ | Search 1 to2of2
T au
b3 Q. = Name A = Host name = Status = validated = Version = Last refreshed = Started = Stopped = Router = Logged in us:
Search Search Search Search Search Search Search Search Search Search
@ london-06-
i 2019-06-11  2019-06-11
@ lllumio Mid Server crest ©® Down Yes 2018__patch6- 2019-06-17 17:54:06 mid_user
17:08:19 11:02:08
02-06-
2019_02-..
madrid-12-
&> 2019-06-24 2019-06-24
® lllumio_Madrid MidServer crest Up Yes 2018__patch3- 2019-07-07 23:44:02 lllumio_mid_t
12:21:22 12:21:12
04-24-
2019_05-...
Actions on selected rows... ¥ 1 to2of2
Figure 7. List view of the available MID Servers

4. The form view of the MID Server record shows the current status of the MID server.
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——  MID Server -—
< = |lumio_Madrid_Midserver @ = ococo Update Delete N

The MID Server facilitates communication between the ServiceNow platform and external applications, data sources, and services. Add MID Server i and c: ilities here. Read
about configuring the MID Server or find assistance with MID Server troubleshooting .

Name®  lllumio_Madrid_MidServer Hostname(®  crest
Status@  Up IPaddress@ | 10.0.14.6
Validated Yes Router @
Version ? madrid-12-18-2018__patch3-04-24-2019_05-0 Network @
Lastrefreshed @ = 2019-07-07 23:44:02 HostOS® | Linux
Started @ 2019-06-24 12:27:22 Windows domain @
Stopped @ = 2019-06-24 12:27:12 Unresolved issues® 0

Loggedinuser® | Illumio_mid_user

Update Delete

Related Links

Rekey
nvalidate
Grab MID logs
MID statistics
Pause MID
Restart MID
Upgrade MID

MID ServerIssues = Configuration Parameters (5) ~ Supported Applications (1) ~ IP Ranges (1) =~ Capabilities (1)  Includedin Clusters ~ Extension Contexts = Logs(34) Threads (64) Properties

= MID Server Issues m Search Shortdescription v | Search =

Figure 8. Form view of the MID Server record

5. You can validate the MID Server using the links in the Related Links section.

3.2 Configure User Roles

The Illumio application comes with two custom roles out of the box. As a one time
configuration, you must add the required system roles to these two custom roles.

3.2.1 Therequired role

System Administrator (admin)

Below are the roles you need to add to each custom role:

Custom Role System Roles to be added

Illumio Application Admin (x_illu2_illumio.illumio_admin) x_illu2_illumio.illumio_user, export_set_scheduler,
cmdb_read

Illumio Application User (x_illu2_illumio.illumio_user) cmdb_read

3.2.2 Procedure

1. Navigate to “System Roles” and filter a custom role.
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ServiCeNOW: senice Management EEE @ ciwa- Q& @&

5 = ot [ seoen vame v searcn 1 tonotn
=5 All>Name starts with x_lllu
(o} = Name A = Description = Elevated privilege
Security Incident
x_lllu Search Search
'V Setup
@  willuz ilumioillumio admin The admin user of llumio app false
Roles
(®  willuz illumioillumio pce configuration user false
‘System Security
(®  willuz illumio.illumio pee labels user false
W Users and Groups
xillu2 illumio.illumio_pce selected labels user false
Roles (0] =
User Administration @ a2 il ll pce workloads stage user false.
. 002 irnin ol echaduled £

Figure 9. List view of the ServiceNow custom roles

2. Select the custom role for which you want to add the system roles.

< | = e tumioitumio_sdmin @ = oo Update  Delete N
* Suffix® illumio_admin Application @ Illumio 6}
Neme® | xilluz_illumio.illumio_admin Elevated privilege ®
Assignable by @ Q
Requires Subscription® | No 4
Description  The admin user of llumio app

Update | Delete

Contains Roles (1) I with Role Role (5) ion Attribute
= conainsroles [T [ seoch forten v sesrcn 1 tolof1 g
<

Y Role=x_illu2_illumio.llumio_admin
& Q = Contains

@  willwz ilumiollumio user

Actions on selected rows... $ 1 tolof1

Figure 10. Form view of the custom role’s record

3. Assign the system roles mentioned in the table by clicking Edit under the tab “Contains
Roles”.

< EditMembers o [

AddFilter | Runfilter (®

- choose field -- v --oper-- v —value—
Collection Contains Roles List
O\ export x_illu2_illumio.illumio_admin
export_set_admin ecmdb_admin

export_set_scheduler
x_illu2_illumioillumio_user

Name x_illu2_illumio.illumio_user
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Figure 11.

Multi-select OOB Role window to add the custom role

4. Select the desired roles from the Collection list and move them between the lists Collection

and Contains Roles.

3.3 Create lllumio Admin

The NOW platform admin creates an lllumio application Admin user, which can configure the
application that sets up Illlumio configurations in ServiceNow.

3.3.1 Therequired role

System Administrator (admin)

3.3.2 Procedure

1. Navigate to Organization > Users.

2. Click the Users module.

SEerviCeNOW. service Management

@ BUseum Search  Enable Multifactor Authentication v | Search

user
= *
User Criteria
'V Catalog Administration
User Criteria Diagnostics
Knowledge
'V Administration
User Criteria
User Criteria Diagnostics
Organization
Users.
Asset
¥ Software
User License Entitlements
Skills
Users
Territories

Users

)
javascript:void(0)

© © © 0 0 ©

©

© e

© e

= UserID

Search

lucius.bagnoli

dhaval

dhaval.khemani

soap.guest

stk

mid_user

instance.sec.user

llumio_mid_user

llumio User

Figure 12.

= Name
Search

Lucius
Bagnoli

dhaval
khemani

SOAP Guest

abedrf

Performance
Analytics
Security
Center User

System
Administrator

Joe
Employee

List view of the USER table

= Email
Search

lucius.bagnoli@example.com

dhaval.khemani@crestdatasys.com

sk@gmail.com

admin@example.com

employee@example.com

3. Onthe Users list that is displayed, click New.
A new user form is displayed.

= Active

Search

true

true

true

true

true

true

true

true

true

true

true

true

= @ System Administrator ~ O (39 (®) &%

= Created

Search

2012-02-17
19:04:49

2019-04-18
00:10:05

2019-04-18
01:50:47

2009-03-17
09:49:55

2019-04-18
00:52:09

2019-06-06
23:25:28

2019-06-19
06:09:33

2019-06-23
2351:35

2019-06-06
232248

2007-07-03
11:48:47

2004-07-03
11:26:05

2019-06-06
232402

= Updated
Search

2019-04-18
00:10:32

2019-05-08
03:22:13

2019-04-18
01:51:15

2019-02-04
235122

2019-04-18
00:52:09

2019-06-23
23:46:54

2019-06-19
06:09:33

2019-06-23
23:54:03

2019-06-11
03:38:21

2019-07-07
23:41:57

2019-02-04
23:51:27

2019-06-11
03:38:52

1 to200f591 B PP

= Enable Multifactor Authentication ¥ = SSO Source

Search

true

true

true

false

false

false

false

false

false

false

false

false

Search
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ServiCeNOW  service Management

user
= *
User Criteria
¥ Catalog Administration
User Criteria Diagnostics
Knowledge
W Administration
User Criteria
User Criteria Diagnostics.
Organization
Users
Asset
¥ Software
User License Entitlements
skills
Users
Territories
Users

®

< [F=Rncireron
User ID
Manager
First name
Last name
Title
Department
Password
Password needs reset )
Locked out @
Active ®

Web service access only
Internal Integration User

New Section

Submit

Related Links

View Subscriptions

Figure 13.

4. Fill out the form.

@ System Administrator ~

Email

Language

Calendar integration

Time zone

Date format ®

Business phone

Mobile phone

Photo

Form view of the new user record

--None -

Outlook

System (America/Los_Angeles)

System (yyyy-MM-dd)

Click to add...

Note: The values for User ID title and email address shown in the following table and figure are

example values.

Field Description

User ID A unique User ID for the role in your Now Platform instance, suchas il1lumio_admin.
First Name The first name of the user you are assigning to be an Illumio application Admin user

Last Name The last name of the user you are assigning to be an Illlumio application Admin user

Title The job title of the user, such as lllumio Admin.

Password A unique password created for this role.

Email A unique email address of the Illumio application Admin user
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— User . ]
< = Newrecord Vi += ©°°° Submit

UseriD® illumio_admin Email @ email@example.com =
Manager Q Language® | English :]
Firstname @ Illumio Calendar integration Outlook 5
Last name @ Admin Time zone System (America/Los_Angeles) $
Title Q Dateformat@ = System (yyyy-MM-dd) ]

Department Q Business phone

PAsSWOrd (@ swseseens Mobile phone

Password needs reset () Photo Click to add...

Locked out @

Active@ v

Web service access only

@

Internal Integration User

New Section v
Submit
Related Links
View Subscriptions

Figure 14. An example of a filled form
5. Click Submit.
Once the form is submitted, you can assign the role.

6. On the Users list in the User ID column, click on the name of the new user you created, for
example: illumio_admin.

7. Once the record is open, go to the Roles section and click Edit.

8. On the Edit Members form that is displayed, enter x_illu2_illumio.illumio_admin in
the Collection field.

9. Inthe Collection column, select and move x_illu2_illumio.illumio_admin to the Roles List.
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<  EditMembers Cancel m

AddFilter | Runfilter (D

--choose field - v --oper- v -value-
Collection Roles List
Q_ xill null
x_illu2_illumio.illumio_pce_configurat x_illu2_illumio.illumio_admin

x_illu2_illumio.illumio_pce_labels_ust
x_illu2_illumio.illumio_pce_selected,
x_illu2_illumio.illumio_pce_workload
x_illu2_illumio.illumio_scheduled_im|
x_illu2_illumio.illumio_traffic_flow_jo
x_illu2_illumio.illumio_traffic_flow_st; >
X_illu2_illumio.illumio_user

Q@ »
x_illu2_illumio.mid_server_user
x_illu2_illumio.pce_workloads_stage.

Cancel m

Name x_illu2_illumio.illumio_admin

Figure 15. Multi-select window to select a role

10. Click Save

3.4 Configure lllumio PCE

The PCE Configuration runs the discovery and pulls existing workloads from the PCE populating
the fetched data into the Illumio PCE Workloads table.

3.4.1 The required Role

x_illu2_illumio.illumio_admin

3.4.2 Configure PCE
1. Login to the ServiceNow instance.

2. Inthe search menu in the top left-hand corner, enter lllumio.
The lllumio application menu opens

3. Inthe navigation menu, click on “Configuration” - “PCE Configuration”

Py T ——— 3 = Yy

= ) = ocecmtomion [ s e+ s
= * o
& Q, =Name v =PCEURL = Auto Syncto PCE = MID Server = Updated
=
Search Search Search Search Search

Dashboard

¥ Configuration No records to display
PCE Configuration

¥ Tables
PCEWorkioads

‘Scheduled Jobs.

Crttical Label Groups

¥ support

‘Support Contact
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Figure 16. List view of the PCE Configuration
4. Click on Configuration” - “PCE Configuration.

5. Click on the New button on the top. The configuration form is displayed.

¢ = 'lumio PCE Configuration &
= New record

Tt

o Save Configuration

‘The user provided in the 'config xml' on the MID Server must have the roles 'x_llu2_illumio.mid_server_user' and ‘mid_server'
% PCEURL Organization ID
%k APIKey %k SecretKey
> MID Server
Scheduler  Critical Label Groups ~ Threshold Limit
Auto Sync to PCE Run Daily v

Time Hours 00 00 00

Save Configuration

Figure 17. Form view of the Illumio Configuration

6. Fill the form and click Save Configuration.

Field Description

PCE URL URL of the Illumio PCE workload instance from which to fetch the workload

API Key Unique API ID for authentication

MID Server The MID Server is a ServiceNow component installed between the cloud and the data center.
Organization ID Unique Illumio ID for your Organization

API Secret API secret key for authentication

3.4.3 PCE Field mapping

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio.

The lllumio application menu opens

4

3. Inthe navigation menu, click on “Configuration” - “PCE Configuration’
4. Open the PCE configuration record which is already added.
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=4
v

&

<

¢ = 'llumio PCE Configuration

lllumio PCE Configuration

> PCEURL https://2x2devtest119.ilabs.i0:8443
3k APIKey api_11336895b9f4206d0

>k MID Server illumio_midserver_02207

Scheduler | Critical Label Groups ~ Threshold Limit

Auto Sync to PCE v/

Save Configuration | Iilumio Data Collection | Delete Configuration

Illumio PCE Field Mappings m Search | SourceTable v | Search

PCE Configuration = llumio PCE Configuration

Q, = Source Table = Host Name = Application

Figure 18.

00 | Save Configuration

S
Tt

The user provided in the ‘config.xml’ on the MID Server must have the roles "x_illu2_illumio.mid_server_user' and 'mid_server'

Organization ID 1

%k SecretKey

Run Daily
Time Hours 00 00
= Location =rRole = environment = 1P Address 1

No records to display

Form view of the Illlumio Configuration

lllumio Data Collection

= 1P Address 2

5. Inthe related list, click on the New button of the PCE Field mapping list.

=== lllumio PCE Field Mapping
= Newrecord

Source Table: ServiceNow CMDB table to use as source for workloads.

Delete Configuration

= IPAddress 3

1t

ooo  Submit

Host Name: Field from the source table to join with the workload hostname on the PCE. If it is matching, the FQDN domain is ignored. For example, the Illumio PCE workload with "computerl" host name matches the

CMDB record with "computerl.company.com” FQDN.

Select fields from the CMDB table that map to the PCE labels of Role, Application, Environment, or Location type. If the data is not available, select None.

Excluded workload may be skipped by specifying a filter condition.
Note: Multiple filter conditions will slow down the process.

% Source Table NET Application [cmdb_ci_appl_dot_net]
> Host Name Click to select...
Application Click to select...
Location Click to select...
Role Click to select...
Environment Click to select...
1P Address 1 Click to select...
IP Address 2 Click to select...
IP Address 3 Click to select...
IP Address 4 Click to select...
IP Address 5 Click to select...
IP Address 6 Click to select...
IP Address 7 Click to select...
IP Address 8 Click to select...
IP Address 9 Click to select...
IP Address 10 Click to select...
IP Address 11 Click to select...
IP Address 12 Click to select...
IP Address 13 Click to select...
IP Address 14 Click to select...
IP Address 15 Click to select...

Figure 19.

Form view of the PCE Field mapping
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6. Fill the form and click Save.

7. In case a user has multiple source tables, then follow the same steps as mentioned above for

another table.

Note:

1. In certain cases, the custom tables (which extends the cmmdb_ci table) might not be
visible in the choice list. Ensure that the read access control of the custom table has
the application role (x_illu2_illumio.illumio_admin) added to the required roles.

2. Users can add multiple source tables as per their need but he/she cannot map the
same label twice (Role, Application, Environment, Location, IP address, IP address 2,
IP Address 3). And once all PCE labels are mapped then the user cannot create new
field mapping configuration.

Field

Description

Source Table

ServiceNow system table to be mapped with PCE workloads

Host Name The field of Source table to be mapped with the Host Name of PCE Workloads
Role The field of Source table to be mapped with the Role Label of PCE Workloads
Application The field of Source table to be mapped with the Application Label of PCE Workloads

Environment

The field of Source table to be mapped with the Environment Label of PCE Workloads

Location

The field of Source table to be mapped with the Location Label of PCE Workloads

IP address

The field of Source table to be mapped with the IP Address of PCE Workloads

IP address 2 to IP address
32

The field of Source table to be mapped with one of the interface for PCE Workloads. This field
is only applicable while creating unmanaged workloads from ServiceNow.

User Configurable sort
order

This is a checkbox, if the user wants to define a configurable sort order before selecting a
primary workload

Order

This is an option field, user can select ascending or descending based on their choice.

Order by column name

The field that will be used to order records while querying

Conditions for Deleting

In the case the source table contains some workloads that need to be deleted from the PCE,
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workloads

user has to specify the condition which can filter these workloads and delete from PCE.

Conditions for Excluding
Workloads

In case the source table contains the unwanted Cls and user wants to ignore those Cls for
Illumio data collection and sync, user has to specify the conditions which can filter the Cls from
source table. For example: “Status” = “Retired” OR “Operational Status” = “Non-Operational”

Note: Adding more complex conditions may slow down the performance of data collection.

3.5 Configure Critical Label Groups

This feature prevents Label Changes to defined Core Service or Critical labels. If a user has
configured the critical label group for a particular label, then the app will fetch all the labels
which are available under that label group. And while syncing the workloads to PCE if any of
the CMDB labels is overwriting the critical label then the entire workload would be skipped

Configure Critical Label Groups

Login to the ServiceNow instance.

from sync.
3.5.1 The required Role
x_illu2_illumio.illumio_admin
3.5.2
1.
2.

In the search menu in the top left-hand corner, enter lllumio.

The lllumio application menu opens

3. Inthe navigation menu, click on “Configuration” - “PCE Configuration”
4. Open the PCE configuration record which is already added.

¢ = lumioPCE Configuration
= Illumio PCE Configuration

@ = ooo SaveConfiguration lllumioDataCollection  Delete Configuration

The user provided in the ‘configxml' on the MID Server must have the roles 'x_illu2_illumio.mid_server_user and ‘mid_server

% PCEURL
* APIKey
> MID Server
Scheduler  Critical Label Groups | Threshold Limit
Application
Location

Critical Label Groups:

https://2x2devtest119.ilabs.i0:8443

api_11336895b9f4206d0

Organization ID 1

%k SecretKey

illumio_midserver_02207

Environment

Role

« Critical label groups are configured on the PCE for each label type.
« Labelsin a crtical label group are not overwritten for a workload. The entire workload record is skipped.
« Ifcritical label groups are not specified, any label on the PCE can be modified.

Save Configuration | Illumio Data Collection

Figure 20.

Delete Configuration

Form view of the Critical label groups configuration

5. Click on the “Critical Label Groups” tab.

6. Fill the label groups name and click Save.

Note: When a user enters the Critical label group name in ServiceNow then the app will only

consider the labels of that group as critical. Application will ignore the subgroups and labels
of the subgroups.
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Field Description

Application Provide a Critical Label Group name for the Application label.
Location Provide a Critical Label Group name for the Location label.
Environment Provide a Critical Label Group name for the Environment label.
Role Provide a Critical Label Group name for the Role label.

3.6 Configure Threshold Limit

This feature limits the number of changes to be applied for each sync, either manual sync or
auto-sync. If any of the configured limits exceeds then entire sync would be prevented.
3.6.1 The required Role

x_illu2_illumio.illumio_admin

3.6.2 Configure Critical Label Groups

1. Login to the ServiceNow instance.
2. Inthe search menu in the top left-hand corner, enter lllumio.

The lllumio application menu opens

3. Inthe navigation menu, click on “Configuration” - “PCE Configuration”
4. Open the PCE configuration record which is already added.

= Illumio PCE Configurati
< = [||t',:"gpcgcgﬁf:§::;"gg @ W == cco SaveConfiguration  Check PCE Configuration lllumio Data Collection Delete Configuration

The user provided in the 'config.xml' on the MID Server must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server'

% PCEURL® https://2x2devtest151.ilabs.i0:8443 Organization ID 1
P L C A — Sk SecretKey — swsesnes
>k MID Server ?) lllumio MidServer [SRING) Enable Proxy between PCE and
MID server

Scheduler  Critical Label Groups =~ Threshold Limit
Enable Limits v

Enable Limit on New Label New Label Creation Limit ()
Creation

Workload Modifications Limit

Enable Limit on Workload ®

Modifications N

Unmanaged Workloads

Create Unmanaged Workloads Creation Limit (9

on PCE from CMDB records

Workload Deletion Limit ()
Enable limit on workload *

deletion

Figure 21. Form view of theThreshold limit configuration

5. Mark checked the “Enable Limit” checkbox to enable the threshold limit feature.
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6. If “Enable Limit” is unchecked it will not consider any threshold limit configured in fields.
7. Select the checkboxes for which user wants to set the limit and then specify the limits in
respective text boxes and click on Save.

Field Description

Enable Limit on New Mark checked this field and define numbers or percentages in “New Label Creation Limit” field
Label Creation to set a limit on creation of new labels in each sync.

Enable Limit on Mark checked this field and define numbers or percentages in “Workload Modifications Limit”

Workload Modifications | field to set a limit on the number of workloads to be modified in each sync.

Create Unmanaged Mark checked this field and define numbers or percentages in “Unmanaged Workloads
workloads on PCE from Creation Limit” field to set a limit on how much workload can be created in each sync.
CMDB records

Enable limit on workload | Mark checked this field and define numbers or percentages in “Workload Deletion Limit” field
deletion to set a limit on how much workload can be deleted in each sync.

Note:

1. Users are allowed to set limits in numbers or percentages. For example a user wants
to set a limit in numbers then he/she needs to specify the value in a textbox with
integer format Like 90. And in case of percentage, users can specify the value like
50%.

2. If any of the limit exceeds during synchronization of workloads to PCE then the entire
sync process would be prevented.

3. Label creation and workload modifications limit will be counted after filtering out the
workloads which has critical labels as conflict.
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4 lllumio Dashboard

Use the Illumio dashboard to manage the lllumio application.

4.1.1 The required role
These two users are permitted to work with the Illumio dashboard:

x_illu2_illumio.illumio_admin, or

x_illu2_illumio.illumio_user

4.1.2 Access the lllumio dashboard
To access the lllumio dashboard, do the following:

1. Loginto a ServiceNow instance.

SErVICENOW. senice ansgement [p) @ senmsniviia - QP @ &
i + ‘ System Administration v | & ¢
= < ® ‘ =Y System Administration
On-Call: Application Developme.. | e 1 System Security Business Logic

‘ et up Configure and monitor Instance security settings Manage w v and behavior of applications
| System Administration
I ITIL Homepage 4
Self Service |
SenviceNow Performance T 1 @ ‘ f g 350G
| System Disgnostics o L L L r—u
’ { of inbound and outbound “
Reporting and Analytics User Administration User Interface
Create visual representations of your data , ®  manageusers, groups and theic roles ° Control the look and feel of applications
» » 74
A »

2. To see the Illumio application, select “lllumio” in the search field in the upper-left corner.
The Illumio application’s dashboard shows up. It provides a graphical presentation of the
synchronization state between the CMDB and PCE.
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4.1.3 Dashboard home page

When you open the lllumio dashboard, it shows up in the default admin view.

4+ llumio v M & ¢
Add content Illumio Change Layout
Total unique workloads Total duplicate workloads Total unique workloads with conflicts
32,002 3 1,000
Unique Workloads by Applications Unique Workloads by Roles Unique Workloads - Known to PCE
2000 2000

1750

B 8

5
H

lllumio PCE Workloads Count
g 8

lllumio PCE Workloads Count

~
g

500
500
: .
ST I FITFFS LTS
\z(\\ \6"6 \&b/ \9’56, \&,5 \°,°§/ \f/ \aél \d’b \a"él@ \é’bz
& @ @ §F 8§ &
R R R o
T > O > > > > e
R A A A P empty
I Unknown=30,003(93.75%) M Unmanaged =1,002 (3.13%)
M Managed M Unmanaged M Managed M Unmanaged M Managed =997 (3.12%)
Unique Workloads by Locations Unique Workloads by Environments

2000

1750

g
g

2

Hlumio PCE Workioads Count
g

lllumio PCE Workloads Count

500 500
250 250
° (empty) ’ (empty)
M Managed M Unmanaged M Managed M Unmanaged
@
Figure 22. lllumio dashboard

4.1.4 Default dashboard fields

The Illumio dashboard opens with a default set of fields, which you can expand as needed.
The dashboard fields you can reach from the menu are:

The default dashboard fields are as follows:

1. Total unigue Workloads: Number of unique workloads on the PCE Workloads table

2. Total duplicate workloads: Number of duplicate workloads on the PCE Workloads table

3. Total unique Workloads with conflicts: Number of unique workloads with conflicts(Label
conflicts)
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Unique Workloads by Applications
Unique Workloads by Roles

Unique Workloads by Environments
Unique Workloads by Locations
Unique Workloads — Known to PCE

©® N U A

4.1.5 Configuration

e PCE Configuration is a list of current configurations, with the following fields:
o Name, such as lllumio PCE Configuration
o PCE URL
o Auto Sync to PCE, whether it is allowed or not (true or false)
o MID Server, such as ip-10-1-1-10
o Updated, a time stamp

e PCE field mappings:
o Source table

o Host Name, such as host_name

4.1.6 Tables

e PCE Workloads is a list of current managed and unmanaged workloads, with the
following fields:

o Hostname, such as IP999999

o ServiceNow Record Identifiers, source of CMDB records (in related list)

o Known to PCE, which is defined as Unmanaged, Managed or Unknown

o Duplicate, true(Duplicate CMDB record based on hostname matching) or false

o Primary workload, which reflects the associated primary workload (If Duplicate is
true) or empty

o Label Conflicts, true (with RAEL conflicts) or false
o CMDBRole

o PCERole

o CMDB Application

o PCE Application

o CMDB Environment

o PCE Environment

o CMDB Location

o PCE Location

o CMDB IP Address
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O

O

PCE Public IP Address

CMDB IP Address 2 to CMDB IP Address 32
PCE IP Address 2 to PCE IP Address 32

PCE Workload href

Updated, a time stamp

Scheduled Jobs:

O

O

Job type, such as Data collection or Data sync
Current Operation, such as Completed discovery
Job Status, such as completed

Job Started, a time stamp

Job Completed, a time stamp

Logs

4.1.7 Support: Contact for lllumio

Website: https://www.illumio.com/support

E-mail: servicenowapp-support@illumio.com

To see the details, click on the details icon B&:

4.1.8 Additional dashboard fields

You can add more fields to the dashboard by clicking Add Content in the upper-left corner. The
additional fields are:

Reports

Performance analytics

Interactive filters

Gadgets

Knowledge base

Labels

System

applications

World clocks
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Add content ®

Q Q
Reports

Performance Analytics

Interactive Filters

Gadgets

Knowledge Base

Labels

System Applications

World Clocks

Content Blocks

Add here Add here Add here

Add here Add here

Figure 23. Add new field to the dashboard

The buttons on the bottom of the dialogue point where in the dashboard to add the new field.
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5 Workflow and User Action

This section describes different use cases of the Illumio integration with ServiceNow.

5.1 Illumio Discovery

The Illumio Discovery application pulls a PCE workload from a PCE instance and maps it with a
ServiceNow CMDB table you select.

5.1.1 The required role

x_illu2_illumio.illumio_admin

5.1.2 Procedure
1. Loginto a ServiceNow instance.
2. Inthe navigation menu, select PCE Configuration.

3. Click on the existing configuration or click New to create a new configuration (refer to the
section for creating a new configuration: Configure Illumio PCE).

ServiCenOW. eplorebeyond imits [ ¢] =] @ spennimnsior - Q. (R @D &

= T w
& Q  Shamev =rceURL = huto Syncto pCE =MD Server = Updated
Humio
ch Search Search Search Search
Dashboard
@ | tumio PCE Configuration https://2x2devtest119.ilabs.io:8443 true illumio_midserver 02207 20201119 14:47:31
'V Configuration
Actor adiovs.. 1] to1of1
PCE Configuration
'V Tables 0]

PCE Workloads
‘Scheduled Jobs

Critical Label Groups

¥ support

‘Support Contact

Figure 24. lllumio configuration record to run discovery

4. Click Hlumio Data Collection to start Illumio Discovery.

SErviCenOW. eplorebeyond imits (el oo ~ ] @ srennmnsar - O (R @) &
— < [EfmerEcemon & 5 oo | savecontguntion e

=

configamt + 2. llumio.mid_server_user'and ‘mid_server”
lumio
 PCEURL | hitps:/2xadevtesti o labs.o:8443 Organizationd | 1
Dashboard
 APIKey | api_11336995b914206d0 K Sectethey |
o
K MDServer | llumio_midserver_02207 allo
PCE Configuration
Scheduler | Critcal LabelGroups | Threshold Lt
V Tables
e Workonds AtoSynctopce [/ mn | paly .
Scheduled Jobs Time | Hous 00 0 0
T save Configuration || lllumio Data Collection | Delete Configuration
¥ support
lumio PCE Field Mappings m Search | SourceTable'v | Search 1 w20f2 =}

Support Contact
e

& = HostName = Application = Location =role = Environment = 1P Address 1 = 1P Address2 = 1P Address3
() %266937 illumio t ilumio test table name application role illumio_environment
()  x266937 illumio t illumio test table 1 name location public_ip ip_address invoice_number
Actonson selectedrows.. 1] to20f2

Figure 25. Form view of the lllumio configuration record
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5. Schedule discovery by filling the required data in the Scheduler tab.

SErviCenOW. expiorebeyondiims Lp] =] @ sennimnsror - O P @ &

— lllumio PCE Configuration

illumio <

Illumio PCE Configuration 4@ = coo SaveConfigumtion  lllumioData Collection  Delete Configuration
=]
"configxml" must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server'
Illumio
 PCEURL  hitps://202devtest119,labs fo:8443 Organization D | 1
Dashboard
> APIKey ‘api_11336895b94206d0 % SecretKey
W Configuration
% MiDServer | illumio_midserver_02207 Qo
PCE Configuration
ritical Label Groups  Threshold Limit
'V Tables
E— AutoSynctoPCe v/ Run | perlodically v
Erpngens 3 RepeatInterval Days 00 Hours | 12 00 00
e — Starting | 20201119 11:45:08
/e Save Configuration | | Illumio Data Collection | Delete Configuration
Support Contact
= lllumio PCE Field Mappings m Search | SourceTablev  Search 1| to20f2 =

S
v
& Application wironment
() %266937 illumio t ilumio test table name application role illumio_environment
()  x266937 illumio t illumio test table 1 name location public_ip ip_address invoice_number
Actonson selectedrows.. 1] o20f2

Figure 26. The “Scheduler” tab for PCE configuration

6. Select Scheduled Jobs to check the discovery status.

SErviCenOW. expiorebeyondiims Le] =] @ sendmnsror - O (P @ &

Hlumio [OJ = 'wmioscheduledtobs Search JobStarted v Search 1] to50fs
< ,
= * ° N
& Q JobType Current Operation job Status job Started v
Humlo
Search search search Search
Dashboard
()  DataCollection Completed discovery © Completed 20201208 18:19:54
¥ Configuration
(0] Updated 332735FSADEA92 workload on PCE ® Completed ZLAPATE TR
PCE Configuration
()  DataCollection Completed discovery ® Completed 2020-12-0812:13:17
¥ Tables o
PCEWorkioads (@  DataCollection Completed discovery ® Completed 2020-12.08 11:31:49
Scheduled Jobs ()  DataCollection Completed discovery @ Completed 2020-12-08 10:43:44
Critical Label Groups. Actions onselectedrows... v ) wsofs
¥ Support 0]
Support Contact

Figure 27. List view of the Scheduled Jobs

7. Check the logs to monitor the status of discovery.

Servicenow sgrsms o e @ i - O @ @

— llumio Scheduled Jobs
llumio <

Created 2020-12-08 18:19:54 @ T oo Updie Dokt ¥
Job Type Data Collection v * CurtentOperation | Completed discovery
Hlumio
JobStarted | 202012.08 18:19:54 % Jobstatus Completed v
Dashboard
JobCompleted | 2020-12:08 18:23:02
¥ Configuration
logs | [2020-12-08T12:49:54.1887]llumio data collection started
PCE Configuration [2020-12-08T12:49:54.1887] Fetching PCE data
2020-12-08T12:50:25.7807] Total labels fetched : 1449
W Tables 2020-12-08T12:51:43.1927] Total workloads fetched : 14754
2020-12-08T12:53:00.2097] Added PCE data to mapping table
2020-12-08T12:53:00.2587] Fetching CMDB servers
PCEWorkioads

[2020-12-08T12:53:01.5737] Mapping CMDB servers to PCE

2020-12-08T12:53:02.8657] Completed discovery
Scheduled Jobs

Update | | Delete

Critical Label Groups

¥ support

Support Contact

Figure 28. Form view of the Scheduled Jobs
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8. Once the discovery is completed, verify the workloads in the Illumio PCE Workloads table.

SErviCeNOW. senvce management Lp] =] @ senimmsror - O R @ 4
e —— - 8 T Do

S 4
= T
& O SHostame Soulicate  SknowntoPCE  SlabelConfis S CMDBRole S PCERole =0 = pce Applicat =c =rcee t  ScMBlocation S PCELocat
lumio
search Search Search search Search Search Search Search Search Search Search Search
Deshboard 2000527 20000527
® 2 r Hel a - - i i H:
N (@  Shapebplorertiely  false Unmanaged true s . testing testing 4 ardvre Harduare
= 2000521 20000527
——— © scnoms false Unmanaged true i o testing testing s Harduare Harduare
2000527 2000527
® ” i ing "
¥ Tables @  VideoCdPlayer false Unmanaged e s o testing testing 6 Hardware Hardware
PCE Workioads - 2000527 2000527
©  Vscanne false Unmanaged false s e testing testing Hardware Harduare
Scheduled Jobs
, 2000527 2000521
® g
® oo false Unmanaged false st s testing testing Hardware Harduare
CriicalLabel Groups
©® s false Unmanaged false R 2 0200521 g testing Hardware Hardware
— 054029 054029
-~ 20200527 2000527
— © w false Unmanaged false e e testing testing Hardware Hardvare

Figure 29. lllumio PCE Workload table with the populated data

5.2 Syncto PCE

5.2.1 The required role
x_illu2_illumio.illumio_admin or

x_illu2_illumio.illumio_user

5.2.2 Procedure
1. Loginto a ServiceNow instance.
2. Syncto PCE in one of these three ways:

e Configure Auto “Sync to PCE”

e Ul action from the workload’s Form view

e Ul action from the PCE workload table list view

5.2.2.1 Configure Auto “Sync to PCE”
1. Inthe navigation menu select PCE Configuration

ServiCenOwW. eplorebeyond imits [ ¢] =] @ sennimmsmor - O @ &

Humio = v | Search 1] tolof1
S 4
= v
B =pceuRL = huto Syncto PCE =MD Server = Updated
llumio
Search Search Search Search
Dashboard
https://2xadevtest119.labs 08443 true illumio_midserver 02207 2020-11-19 144731
¥ Configuration
1] tolof1
PCE Confguration
¥ Tables a

PCE Workloads

‘Scheduled Jobs.

Critcal Label Groups.

¥ support

‘Support Contact

Figure 30. lllumio configuration record list view

2. Select the “Auto Sync to PCE” checkbox.
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SErviCenOW. expiorebeyondiims Lp] =] @ sseninmsror - O R @

llumio < [y et @ = ooo saveConfiguration | llumioDataCollection | Delete Configuration
The user nfigxmt ¢ ilu2_illamio.mid_Server_user and ‘mid_server’
lumio,
% PCEURL | hitpsy/2adevtesti1oilabsiosass Organizationd | 1
Dashboard
S APIKey | apl_11336995b8(4206d0 ¥ Secretkey
¥ Configuration
S MDServer | ilumio_midserver 02207 alle
PCE Configuration o
Scheduler | Critcal Label Groups | Threshold Limit
¥ Tables
e Workloads Auto'Sync to PCE mn | paly v
Scheduled Jobs Time | Hous 00 0 o
TR Save Configuration | | lllumio Data Collection | | Delete Configuration
¥ support
= llumioPCEField Mappings  Search  SourceTable v Search 1) 20f2 El
Support Contact
S pCE Configuration = llumio PCE Configuration
& O SsouceTable = Host Name = rpplication = Location =role = Environment = 1P Address 1 = 1P Address2 = 1P Address3
(©  x266937 ilumio t ilumio test table name application role ilumio_environment
(©  x.266937 ilumio t ilumio test table 1 name location public_ip ip_address invoice_number
Actonsonselectedrows.. v 1] w20f2

Figure 31. “Scheduler Configuration” tab of PCE Configuration

This configuration syncs all the non-duplicate known Managed and Unmanaged workloads
and creates Unknown workloads to PCE automatically.

3. The Job Type of discovery process is changed to “Data Collection” - “Data Sync” after the
auto sync process starts. Check the logs to get statistics of the sync process.

T =
< = # 5=

= Created 2020-12-09 11:37:21 Update | Delete N2

Job Type. Data Sync M 5 Current Operation Synchronization with PCE completed
JobStarted | 2020-1209 13721 @ % JobStatus | Completed v
JobCompleted | 2020-1209 115657 @
Logs [2020-12-09T06:07:21.769Z] Illumio data collection started

12020-12-09T06:07:21.7697] Fetching PCE data
2020-12-09T06:07:50.1157] Total labels fetched : 1449
2020-12-09T06:11:50.6267] Total workloads fetched : 14754
[2020-12-09706:12:51.3417] Added PCE data to mapping table:
2020-12-09T06:12:51.4037] Fetching CMDB servers
[2020-12-09T06:12:52.3037] Mapping CMDB servers to PCE
[2020-12-09T06:16:19.0327] Synchronizing workloads to PCE
12020-12-09706:16:29.3107] Total criticallabel groups fetched : 0
2020-12-09T06:16:28.7232] Updating 1 managed workload(s)
2020-12-09706:16:34.8797] Total criticallabel groups fetched : 0
[2020-12-09706:16:34.2897] Updating 393 unmanaged workload(s)
2020-12-09T06:26:58.2237] Synchronization with PCE completed

Total workloads: 394

Created unknown workloads: 0
Updated managed workloads: 1
Updated unmanaged workloads: 393
skipped workloads: 0

5.2.2.2 Ul action from the workload’s Form view (Update workload on PCE)

Select the lllumio PCE Workloads table.
2. Click on any managed/unmanaged workload that has a flag in the Label Conflicts
column as “true”. (Note: Only non-duplicate workloads can be synced to PCE)

Servicenow semsmpenen o e Y ——
illumio [©) llumio PCE Workloads [t e it  Search Updated v Search 1 to1000f14312 B BB

=

E
= * O i
@ O SHostame Sowplicate  SKnowntoPCE = LabelConfics S CMDBRole  SPCERole =0 = pce Applicat =c =pcEEnvionment = CMDBLocation = PCELocat
umio
Search Search Search Search Search Search Search Search Search Search Search Search
Deshboard 2000527 2000527
@  shapebxplorertiy  false Unmanaged e o e testing testing 4 Hardware Hardvare
¥ Configuration
2000527 20000527
S —— © senoms false Unmanaged true s e testing testing s Hardware Harduare
, 20200527 20200521
®
¥ Tables @  VideoCdPlayer false Unmanaged true s e testing testing 6 Hardware Harduare
PCE Workloads - 2000521 2000527
©  vcamner false Unmanaged false wo s testing testing Hardware Hardware
Scheduled Jobs
, 2000527 20200521
® y a " i
© senoom false Unmanaged false s s, testing testing Hardware Harduare
[ rp—
6 = false Unmanaged false £ 0200521 oing testing Hardware Hardware
e 054029 054029
©® w false Unmanaged false 20200521 200521 g testing Hardware Hardware
Support Contact © v 054028 054028

Figure 32. PCE workload table with populated data
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3. Click Sync Server to PCE to update the label information of this particular workload.
SErviCenOW. expiorebeyondiimits L p] =] @ ssenninmsror - O P @ &

= lllumio PCE Workloads

ilumio < = compeaon @ = oo SncsemertobcE Delete N,
=5
Known'to PCE Unmanaged v LabelConflicts |/
llumlo
Duplicate Aworkload is marked "Label Conflcts” if any ofthe.
PCE label ith ing CM
- CE labels conflict with the corresponding CMDB.
Host name of this record matches the hostname of Value.
another record. If marked "Duplicate, this record will
'V Configuration o fene
PCE Configuration
CcMDBRole  Testing PCERole | 2020.052606:5721
'V Tables
CMDB Application PCE Application
PCE Workloads
CMDB Environment PCE Environment
Scheduled Jobs
CMDBLocation | loc PCE Location
Critical Label Groups
CMDB 1P Address PCEPublicIPAddress  10.130.48

¥ support

Sync Server to PCE
Support Contact
Select one or more of the R, A, E, L Labels to sync CMDB values with those of the workload.

Rolelabel v/
Applcation Label |/
Environment Label v/
LocationLabel v/
SyncServertoPCE | | Delete
= senvceowcuos dentiers [ sesrch name v | search 1 tolofl =
S configuration tems
@ O Shame =hsset = pssettag = Assigned = Asignedto = ssignment group = Auributes =canprint = Category = pprovalgroup
© Compzom  (empty) (empty) (empty) (empty) false (empty)

Figure 33. Form view of the managed/unmanaged workload record

5.2.2.3 Ul action from the workload’s Form view (Create workload on PCE)

1. Select the lllumio PCE Workloads table.
2. Click on any unknown workload. (Note: Only non-duplicate workloads can be synced
to PCE)

SErviCenOW. explorebeyond limits [#] =] @ srenndnnsor - O F @ &
[F— = lumioPCEWorkioads [ e scarch  Hostname v | fearch ‘ 1 t01000f10169 B BB

s ,
= * o
@ O Stosnamea SOuplcte  SknowntoPCE  SisbelConficts S CMDBRole S PCERole =0 = pce Applicat =c =pceen t  SCMDBlocation I PCELocation
lumio
Search Search Search Search Search Search Search Search Search Search Search Search
Dashboard
@)  MIESAERR  false Urknown true ACME North America
®
¥ Configuration
PCE Configuration G)  socomsn false Unmanaged false ACME North America ﬁ;’zs:‘:""
V Tables (CHE North
© aws0mo false Unmanaged false ACME North America :mm:"
PCE Workdoads
Scheduled Jobs © swsour s Unmanaged false ACMENorth America A O
Critca Label Groups
@ 4100050517 false Unmanaged false ACME North America CMENOTth
G America
¥ support
. ACME North
— © suoosuos false Unmanaged false ACMENorth America Ao

Figure 34. PCE workload table with populated data

3. Click Sync to PCE to create the particular workload as an unmanaged workload on PCE
with given labels information.
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SErviCenOW. eglorebeyondimits

illumio <

=il
Humio
Dashboard
¥ Configuration
PCE Configuration
¥ Tables
PCE Workloads
Scheduled Jobs
Critcal Label Groups
'V Support

Support Contact

Sync to PCE

= lllumio PCE Workloads
= 352735F5AD9E4%2

Host name of this record matches the hostname of
another record. If marked "Duplicate",this record will

Known to PCE Unknown
Duplicate
not be used.
CMDB Role

CMDB Application

CMDB Environment
CMDBLocation | ACME North America
CMDB P Address 11000

CMDB P Address 2

CMDB P Address 3

5.2.2.4 Ul action from the PCE workload table list view
1. Select the lllumio PCE Workloads table.

IPAddress v/

Synctobce | | Delete
= senvceowcuos dentirs [ sesrch name v | searc
5 configuration tems
@ O Shame =hsset = hssettag

® s (empty)

Actons . v

Figure 35.

= nssigned

empty)

(empty)

= Assignedto

= Assignment group

(empty)

o = @ e @ P © B

Label Conflicts

PCE Role
PCE Application

PCEE nt

PCE Location

PCE Public P Address

PCE 1P Address 2

PCEIP Address 3

= Autributes

f =

v/
Aworkload is marked "Label Conflicts" ifany of the.

PCE labels conflict with the corresponding CMDB
value.

= Category

Form view of the unknown workload record

SynctoPCE

Delete N3

1 tolofl 8

= Approval group

(empty)

1] tolof1

2. Select a workload from the list view and click Sync selected servers with PCE to update
all the selected workload labels/IP on the PCE. (Note: Only non-duplicate workloads
can be synced to PCE)

3. In case of unmanaged workload, we can append upto 32 ip addresses in PCE ip
addresses. Same ip address which is present in the PCE ip address list will be ignored.
PCE public ip address will always be replaced with CMDB ip address if it has value.

SErviCeNOW.: service Management

liumio =

= T
& Q
llumlo,
Dashboard
0
'V Configuration
VO
PCE Configuration W
'V Tables vl ©®
PCE Workloads PN
6]
Scheduled Jobs
Critical Label Groups
®
®
¥ support
‘Support Contact ®

5.3

= Hostname Souplicate = Known to PCE
search search search
‘shape ExplorerHelp ~ false Unmanaged
010030923 false Unmanaged
Video Cd Player false Unmanaged
Vscanner false Unmanaged
070040120 false Unmanaged
SER false Unmanaged
ven false Unmanaged

Figure 36.

Illumio PCE Workloads| POSPEE TR search | Updated

= Label Conflicts

Search

true

true

true

false

false

false

false

= cMpBRole

Search

20200527
05:40:29

20200527
05:4029

20200527
05:40:28

20200527
5:40:28

20200527
05:4028

20200527
05:4029

20200527
05:4028

= PCERole

Search

20200527
05:4029

20200527
05:4029

20200527
05:4028

20200527
05:4028

20200527
054028

20200527
05:4029

20200527
05:4028

DN o @ stem Adminisrator ~

=cwos = pee Appli = =rceE t
search search Search Search

testing testingt4 Hardware Hardware

testing testingts Hardware Hardware

testing testingt6 Hardware Hardware

testing testing Hardware Hardware

testing testing Hardware Hardware

testing testing Hardware Hardware

testing testing Hardware Hardware

Manual Sync multiple records

Sync IP addresses for workloads

QO

1 100014312 B BB
ScMDBloation = PCELocat
Search Search

1. We can sync upto 32 CMDB IP addresses to PCE IP addresses using Auto Sync, Sync To PCE
and Sync Selected Server to PCE functionality.
2. We can view CMDB IP addresses and PCE IP addresses in the workload as follows.
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— llumio PCE Workloads =
< = nostnametest2 @ = oo Delte
CMOBIPAddress | 11165 PCEPublic P Address | 11110
CMDB P Address2 | L1166 PCE IP Address 2
CMDB 1P Address 3 PCE P Address 3
CMDB 1P Address 4 PCE P Address 4
CMDB 1P Address 5 PCE P Address 5
CMDB 1P Address & PCE P Address &
CMDB 1P Address 7 PCE P Address 7
CMDB 1P Address 8 PCE P Address 8
CHDB 1P Address 9 PCE P Address 9
CMDB 1P Address 10 PCE P Address 10
CMDB 1P Address 11 PCEIP Address 11
CHDB 1P Address 12 PCE P Address 12
CDB 1P Address 13 PCEIP Address 13
CMDB 1P Address 14 PCE P Address 14
CDB 1P Address 15 PCEIP Address 15
CDB 1P Address 16 PCE 1P Address 16
CMDB 1P Address 17 PCE 1P Address 17
CMDB 1P Address 18 PCE 1P Address 18
CMDB 1P Address 19 PCEIP Address 19
CMDB 1P Address 20 PCE IP Address 20
CMDB 1P Address 21 PCEIP Address 21

Figure 39. CMDB and PCE IP addresses listing

3. After syncing CMDB IP addresses we can view IP addresses as shown in the following figure.
Public IP addresses will always get replaced with PCE public IP addresses.

¢ = lumorcewokionss @ 5 oo SycsenvertorCE  Delete

Known to PCE Unmanaged v Label Conflicts

Aworkload is marked "Label Conflicts" f any o the PCE labels

Duplicate
conflict with the corresponding CMDB value.

Hostname of this record matches the hostname of another
record, If marked "Duplicate”, this record will not be used. Deleted from PCE

PCERole

CMDE Role

false PCEApplication | false

CUDBIPAddress | 11165 PCEPubliciPAddress | 11165
CMDBIPAdress2 | 11166 PCEPAddEss2 | 11166
CMDBIP Address 3 PCEIP Address 3
CMDB 1P Address 4 PCEIP Address 4
CMDB 1P Address 5 PCEIP Address S
CMDB 1P Address & PCEIP Address 6
CMDB 1P Address 7 PCEIP Address 7
CMDB 1P Address 8 PCEIP Address 8
CMDB 1P Address 9 PCEIP Address
CMDB 1P Address 10 PCEIP Address 10
CMDB 1P Address 11 PCEIP Address 11
CMDB 1P Address 12 PCEIP Address 12
CMDB 1P Address 13 PCEIP Address 13

Figure 40. CMDB and PCE IP addresses sync

4. In case of Unmanaged workload , we can append upto 32 CMDB IP addresses into PCE IP
addresses. The CMDB IP addresses which are already present in the PCE will be ignored.

5.4  Check PCE Configuration

1. To check end-to-end connectivity between ServiceNow , MID server and PCE , click on Check
PCE Configuration in PCE configuration.
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SErviCeNOW. service Management

Filter navigator

Self-Service

Homepage

Business Applications

Dashboards

Service Catalog

Knowledge

Visual Task Boards

Connect Chat

Incidents.

Watched Incidents

¢ = lumioPCE Configuration

= lllumio PCE Configuration

Q System Administrator ~

The user provided in the ‘config.xml’ on the MID Server must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server’

5 PCEURL https://crest-mnc.ilabs.i0:8443
3K OAPIKey | sosssnssessosennnes
> MID Server illumio123 Q

Scheduler  Critical Label Groups ~ Threshold Limit

Auto Sync to PCE

Save Configuration | Check PCE Configuration | | lllumio Data Collection

Related Links

Run Point Scan

Figure 41.

Time(run_time) Hours 00

Delete Configuration

Check PCE configuration

2. The status of the connectivity can be seen in the Schedule jobs.

SErviCeNOW. serice Management
illumio

=
Hllumio
Dashboard

'V Configuration

PCE Configuration

'V Tables

PCE Workloads

Scheduled Jobs

Critical Label Groups

¥ Support

Support Contact

Figure 42.

¢ = lumioscheduled Jobs
= Created 2022-02-2202:35:26

Job Type Connectivity Check

Job Started 2022-02-2202:35:26
Job Completed 2022-02-2202:35:30

Logs

Q System Administrator ~

% Current Operation

* Job Status Completed

2022-02-22T10:35:26.2387] MID Server is running and it is up-to-date.

2022-02-22T10:35:26.2387] MID Server user has required roles

2022-02-22T10:35:29.1027] Checking connectivity between MID Server and the PCE (https://crest-mnc.ilabs.i0:8443)
2022-02-22T10:35:31.0897] Successfully authenticated the PCE credentials
[2022-02-22T10:35:31.089Z] PCE is running on 21.2.0 version

Update  Delete

¢ ]
¢ ]
[2022-02-22T10:35:26.2387] Started validating the connectivity with PCE
¢ ]
¢ ]
]

Check PCE Configuration status

# = oo SsaveConfiguration | Check PCE Configuration | lllumio Data Collection | Delete Configuration
Organization ID 1
* SecretKey S —
® Enable Proxy between PCE and
MID server
Run Daily v

00 00

P = ooo Update  Delete

Connectivity check successful

Configure sort order for duplicate workloads (with same hostname)

1. In lllumio PCE field mapping, the User Configurable Sort Order checkbox is available for

sorting workloads.

2. To enable sorting select the User Configurable Sort Order checkbox.

w

Select Ascending or Descending to sort in ascending and descending order respectively.

4. Select the field name in Order by Column Name to sort workloads according to this field.

Q= e e

QE 0o

¥
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SErviCeNOW. service Management

illumio

=
Iilumio
Dashboard
¥ Configuration
PCE Configuration
W Tables
PCE Workloads
Scheduled Jobs
Critical Label Groups
W Support

Support Contact

<

@ sysemicminisiator - QL I () B

== flumio PCE Field Mapping & S oo submit
IP Address 27 Click to select... v Clear
IP Address 28 Clickto select... v Clear
IP Address 29 Click to select... v Clear
IP Address 30 Click to select... v Clear
IP Address 31 Click to select... v Clear
1P Address 32 Clickto select... v Clear
User Configurable Sort Order /'
>k Order Ascending v
% Order by Column Name Approval group v

Conditions for Excluding
Workloads

Conditions for deleting
Workloads

Add Filter Condition  Add "OR" Clause

— choose field - v —oper—

Add Filter Condition  Add "OR" Clause

-~ choose field - v —oper—

Figure 43. Sorting workload

5.6 Dot walking for easier field mapping

1. While mapping fields in Configuration, we can also get fields of the reference table to easily
map fields of reference tables.

Figure 44.Dot walking for field selection in field mapping

Select the element from the tree

ETCaegoTy
[@ @aChange Group
[F) Checked in
[£) Checked out
[EJAppleicon
[F) Banner image
[F] Banner text
[5)Class
[ EaContact
[F) Coordinates retrieved on
[F) Country
[) Created

[F)Created by
[ Customer
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—  lllumio PCE Field Mapping
< = cmdb_ci_appl_dot net Va

1t

o Update  Delete

= Source Table: ServiceNow CMDB table to use as source for workloads.

« Host Name: Field from the source table to join with the workload hostname on the PCE. Ifitis matching, the FQDN domain is ignored. For example, the lllumio PCE workload with "computerl” host name matches the CMDB record with “computerl.company.com”
FQDN.

« Select fields from the CMDB table that map to the PCE labels of Role, Application, Environment, or Location type. If the data is not available, select None.

« Excluded workload may be skipped by specifying a filter condition.
Note: Multiple filter conditions will slow down the process.

> Source Table NET Application [cmdb_ci_appl_dot_net] v
>k Host Name Attestation Score v Clear
Application Click to select... v Clear
Role Click to select... v Clear
Environment Click to select... v Clear
IP Address 1 IP Addres 1 v Clear
IP Address 2 IP Address 2 v Clear

A Fiéﬂré 45 .Selection of other table field in mapping

5.7 Add proxy between ServiceNow < MID server and MID server < PCE

1. Inthe Configuration, select the checkbox named Enable proxy between MID server and PCE
to enable proxy for connection between ServiceNow and MID server / MID server and PCE.
2. Proxy server information should be stored in the MID server config file.

¢ = llumio PCE Configuration

= lllumio PCE Configuration @ = ocoo SaveConfiguration  Check PCE Configuration lllumio Data Collection  Delete Configuration

The user provided in the ‘config.xml’ on the MID Server must have the roles *x_illu2_illumio.mid_server_user and ‘mid_server'

s PCEURL https://crest-mnc.ilabs.i0:8443 Organization ID 1
K APIKey s %k SecretKey | s
> MID Server illumio123 Qo Enable Proxy between PCE and MID

server

Scheduler | Critical Label Groups ~ Threshold Limit
Auto Syncto PCE Run Daily v

Time(run_time) Hours 00 00 [

Save Configuration | Check PCE Configuration  Illumio Data Collection ~ Delete Configuration

Related Links

Run Point Scan

Figure 46.Enable proxy server

5.8 Delete unmanaged workload :

1. Inthe Configuration field mapping, set conditions for workloads which we want to delete.
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¢ = 'lumio PCEField Mapping

= cmdb_ci_appl_dot_net @ = ocoo Update  Delete
IP Address 28 Click to select. v Clear
1P Address 20 Click to select... v Clear
IP Address 30 Click to select... v Clear
1P Address 31 Click to select v Clear
1P Address 32 Click to select... v Clear
User Configurable Sort Order | v/
5k Order Ascending v
> Order by Column Name Version v
Conditions for Excluding Workloads Add Filter Condition | Add "OR" Clause
~choose field v —oper— ~value ~
Conditions for deleting Workloads Add Filter Condition Add "OR" Clause
~choose field - v | —oper— ~value -

Figure 47.Enable condition for deletion
2. In the Configuration, under the Threshold tab we can set the limit of workload deletion by

selecting the checkbox named Enable limit on workload deletion and provide the limit
value.(limit value should be in integer or percentage).

¢ = !llumioPCE Configuration

= |llumio PCE Configuration @ = ocoo SaveConfiguration  CheckPCE Configuration lllumio Data Collection Delete Configuration
The user provided inthe ‘configxml' on the MID Server must have the roles x_illu2_illumio.mid_server_user' and ‘mid_server’
5k PCEURL https://crest-mnc.ilabs.io:8443 Organization ID 1
P L O — Sk SecretKey | semsemes
>k MID Server illumio123 oo Enable Proxy between PCE and MID
server
Scheduler  Critical Label Groups |~ Threshold Limit
Enable Limits v
Enable Limit on New Label Creation New Label Creation Limit
Enable Limit on Workload Modifications Workload Modifications Limit
Create Unmanaged Workloads on PCE Unmanaged Workloads Creation Limit
from CMDB records
Workload Deletion Limit 80
Enable limit on workload deletion v

Figure 48. Limit of record deletion

3. Inthe auto sync process , workloads which match the condition for deletion will be marked
as Retired workloads and that workloads will be deleted.
4. If the Enable limit on workload deletion limit exceeds then the sync process will be stopped.
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6 Upgrade

The ServiceNow application gets upgraded on occasion, and this change affects the Illlumio
application as well.

Upgrading is similar to installation, and the Illumio application should function normally after the
ServiceNow upgrade.

Keep the following steps in consideration while upgrading:

Verify the upgrade steps so that they do not impact working integration with the Illumio
application.

Connect the test instance of ServiceNow to the test instance of PCE.

Run the Discovery once before performing any actions as there might be changes in field
choice values and some new fields may be added.

Update the application on the ServiceNow instance and perform manual sync of labels to one
or two workloads. If these tests are successful, you can put the application in production.

If you upgrade a version of ServiceNow supported by the Illumio application, such as New
York or Orlando or Paris, the application continues to function with no additional changes.
The PCE versions supported by the Illumio application are also published. Upgrading of the
PCE to a version supported by the application is transparent to you as a customer.

If you upgrade ServiceNow to a version that the lllumio application does not support, there is
no guarantee that the application will function properly.

As a practice the lllumio application is updated soon after every ServiceNow release and it is
recommended to upgrade your ServiceNow version to the one for which the lllumio
application is tested and certified.

While upgrading the application please make sure there is no job in the running state to
avoid unexpected results.
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7 Uninstallation

To uninstall the lllumio Application from the ServiceNow Ul:

1. Inthe navigation menu, go to System Applications -> All Available Applications -> Installed.

ServiCenNOW service Management

system applications ®

= * ®
System Applications
Search ServiceNow Store
Getting Started
Studio
W All Available Applications
All
Installed
My Company Applications
Application Cross-Scope Access
Application Restricted Caller Ac...

Application Design Access

Figure 49. Navigation menu

2. On the Application Manager screen, select Installed.

(¢} a m @ syenndmnsor + O P @ &

< Application Manager G | Filumio

AllApps  InDevelopment  NotlInstalled  Installed

In Development

There are no apps in this category

Not Installed

There are no apps i this category

Installed

lumi

130(installed]

Figure 50. Uninstall an application

3. Select the application and click Uninstall.
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8 Support & Troubleshooting

8.1 Support

e Contact details for lllumio Support: https://www.illumio.com/support

SerVicenow Service Management

illumio ® Le —I

oJ
S
o Illumio Support Contact
v Website:
E-mail:

'V Configuration

PCE Configuration

'V Tables

PCE Workloads

Scheduled Jobs

Critical Label Groups

'V Support

Support Contact

8.2 Troubleshooting

8.2.1 Check ServiceNow logs
To print error messages use the following methods: gr.warn () and gs.error ().

To print information messages use gs.info () .
The application logs under the system logs contain all the logs for the application.

Note: Keep in mind that the critical error messages are listed as “Error”, and debug statements are

listed as “Information”.

8.2.2 Check MID Server Logs
The error logs are populated in the file Agent0. 1og on the MIDServer under

/servicenow/<mid server name>/agent folder/logs/agent0.log.0
Logs are also available from the ServiceNow instance. To view the logs:
1. Go to MID Server -> Server -> [Specific Record] MID Server.
2. Click Grab MID Logs under the Related Links.
3. Open arecord with name agent.10g0.0
4

View the attachment payload.txt.
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8.2.3 lllumio PCE discovery cannot execute
If data is not populated or the PCE discovery is failing:

1. Check whether the MID Server is up-and-running.
2. Check if the proper roles are assigned to the configured users.
3. Check the status of the PCE discovery.
a) Navigate to “Scheduled Jobs” and verify the discovery status.

b) If the discovery status failed or is in error state, check the MID Server logs for that
time.

4. Checkif the integration is configured with the proper credentials;
a) Navigate to lllumio” > “PCE Configurations.

b) Check the API Key and Secret.

8.2.4 Application modules are not visible
1. If auserisunable to find the application-related modules from the navigation bar.
Check the roles available to the ServiceNow user:
e The lllumio Admin has access to all modules
e The lllumio User does not have access to configuration modules.
2. How to check the user role.
The ServiceNow platform administrator can check the user role by navigating to System = Users.

Select the user from the list and check the granted roles from the Roles tab.

8.2.5 Workloads skipped while updating on PCE

While performing auto-sync if the workloads are not updated on PCE and all are marked as skipped,
there is a possibility that the number of workloads to be sent for sync has exceeded the maximum
limit defined in APl schema. Change the batch size property to create smaller batches of workloads
while creating payload for updating workloads on PCE.

Role Required: System Administrator
Procedure:

1. Navigate to System Properties -> “bulk_operation_batch_size”
2. Change the batch limit to required number
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— System Prope! o -— . ;
= illuz_illumio.bulk_operation_batch_size | sys_properties @ B VN = oo Update 7 Delete 2
>k Suffix | suffix bulk_operation_batch_size Application | sy Illumio ®
Name | name x_illu2_illumio.bulk_operation_batch_¢
Description | description The batch size to perform bulk operation on PCE - Default 1000
Choices | choices
Type | type integer | integer v

Value | value 1000

Ignore cache | ignore_cache
Private | is_private
Read roles | read_roles Va

Write roles | urite_roles 7

8.2.6 Data collection failed

The data collection might fail when there is a large amount of data in the CMDB table to map with
the PCE workloads data, and the MID Server logs contain transaction canceled message as shown
below:

‘Transaction cal
ionCancelledExceptic

P Type here to search

Figure 51. Data collection failed

In this case, you need to change ServiceNow’s “Transaction Quota Rule”, the “REST Table API request
timeout” and “REST and JSON Catch All”.

Role Required: System Administrator
Procedure:

1. Navigate to System Definition -> Transaction Quota Rules.
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2. Click “REST Table API request timeout” and “REST and JSON Catch All”.

Hlumio @ system administrator ~

SErviCeNOW. serviceManagement Default il ¥

Transaction () Transaction Quota Rules m Search  Execution Order v | search ‘ 1 20024 » PP

<
= * von
B O =Name = Active = Condition = Description = Maximum Duration (seconds) == Execution Order A
System Definition
Search Search Search Search Search Search
Transaction Quota Rules /7
S Allows the fix script processor
@  FixScript Processor true typesxmihitp urlLIKEsysparm_processor=co... % 14,400 1
System Diagnostics orunt-
- When system is busy kill off th
@©  Ppresence true urlSTARTSWITH/api/now/ui/presence EQ eneystemisbusy kil the 10 100
Active Tra (All Nodes) presenc..
~ RESTNotification API request This quota rule applies toall
® otfication APLIEQUESE e typesresthurlMATCH_RGX/api/now(v[0-9]... |- duota le appliestoal 60 100
timeout incoming ..
ov s T lement to the Ul
Slowr (@ UIREST Transactions true type=rest*foreground=true*urlMATCH_RGX"... w';:::"'"" ementtothe 208 100
System Logs -
(@  scripts Background true urlLIKEquota_managed_transaction=on"EQ 14,400 100
Transactio
- RESTBatch APl request This quota rule applies to all
@ e true type=batch_resthurlMATCH_RGX/api/now(... | o orr e PPIEStOa 30 100
timeout incoming...
Transactions (All user)
- RESTImport Set API reques N This quota rule applies to al
® » M e type=resthurlMATCH_RGX./api/now(/v[0-9]. is uota rule applcs o il 0 100
timeout incoming
applies toall
true typesresthurlMATCH_RGX/api/now({0-5].. s duota ruleapplies toall 300 100
incoming...
- port service mapto PDF
@ b true foreground=falseattributesLIKEmap_pdf_e... 300 100
time limit
~  LDAPlistener Start/Stoy
® 2 true attributesLIKEldap_listener_quota_transa... oS LOAP Listener sart/stop 600 100
Transaction transact.
rm_cle: B istener_mid_quota_tr. f“a\vs\;DAPL\S\snersmmsmp 600 100

REST Table API request

3. Change the Maximum Duration (seconds) to 120 or higher, depending on the transaction
duration.

B — D EEE 6o Q506

Transaction Quota Rule
REST Table AP request timeout pelete N,

* (O You are editing a record in the Global application (cancel)

System Definition Name REST Table AP request timeout Application Global ®

Transaction Quota Rules Active |V Execution Order 100

System Diagnostics Maximum Duration (seconds) 120 Maximum Events

Active Trar e Maximum Business Rules Maximum Jobs

¥ stats Maximu Database Time Maximum SQL Queries

(total)
Slow Tr
Maximum SQL Statement Time
System Logs
5 Maximum Outbound Requests Maximum Outbound Request
Duration (seconds)

Transactions

% Condition Add Filter Condition || Add "OR" Clause
Transactions
Allof these conditions must be met

Transactions (Background)

Type v o voResT v AND | OR | X
Client Tran

URL ¥ | matchesregex v Mapinow(N[0-9}+)2/tabl | AND | OR X
W System Log
Transaction Cancellations Description This quota rule applies to all T Table AP transacti he maxium duration set here will be cancelled.

F”igur;e 53. Update Maximum Duration record

4. Click Update.

8.2.7 Check PCE Connectivity

User can go to the PCE configuration and click on the Check PCE configuration button to check if
there is any issue in connectivity between ServiceNow and PCE.

1. To check end-to-end connectivity between ServiceNow , MID server and PCE , click on Check
PCE Configuration in PCE configuration.
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SErviCeNOW. service Management

Filter navigator

Self-Service

Homepage

Business Applications

Dashboards

Service Catalog

Knowledge

Visual Task Boards

Connect Chat

Incidents.

Watched Incidents

¢ = lumioPCE Configuration
= lllumio PCE Configuration

Auto Sync to PCE

Save Configuration

Related Links

Run Point Scan

Check PCE Configuration

P = oo SaveConfiguration

% PCEURL https://crest-mnc.ilabs.i0:8443
3K OAPIKey | sosssnssessosennnes
> MID Server illumio123 [SRING
Scheduler | Critical Label Groups  Threshold Limit

lllumio Data Collection

Figure 54.

Delete Configuration

The user provided in the ‘config.xml’ on the MID Server must have the roles 'x_illu2_illumio.mid_server_user' and 'mid_server’

@ System Administrator ~

Check PCE Configuration |~ lllumio Data Collection | Delete Configuration
Organization ID 1
% SecretKey [ —————
Enable Proxy between PCE and
MID server
Run Daily v

Time(run_time)

2. The status of the connectivity can be seen in the Schedule jobs.

SErviCeNOW. serice Management

illumio

= *
Hllumio

Dashboard

'V Configuration

PCE Configuration

'V Tables

PCE Workloads

Scheduled Jobs

Critical Label Groups

W Support

Support Contact

— lllumio Scheduled Jobs
= Created 2022-02-2202:35:26

® I
o

Job Type
Job Started
Job Completed

Logs

Update  Delete

Connectivity Check v
20220222 02:35:26
20220222 02:35:30

% Current Operation

% Job Status

2022-02-22T10:35:26.2387] MID Server is running and it is up-to-date.

2022-02-22T10:35:26.2387] MID Server user has required roles

¢
¢
[2022-02-22T10:35:26.2387]
¢
¢

Started validating the connectivity with PCE

Hours 00 00 00

Check PCE configuration

Q System Administrator ~

P = ooo Update  Delete

Connectivity check successful

Completed v

]
]
]
2022-02-22T10:35:29.1027] Checking connectivity between MID Server and the PCE (https://crest-mnc.ilabs.i0:8443)
2022-02-22T10:35:31.0897] Successfully authenticated the PCE credentials

]

[2022-02-22T10:35:31.0897] PCE is running on 21.2.0 version

Figure 55.

Check PCE Configuration status

Note: If the connectivity check is successful, do check the organization id once, and change it if it is
wrong in the configuration.

8.3 Known Scenarios

These are some known scenarios based on

e Number of workloads
e Number of Cl records
e Heap memory

Scenario 1 (100K Workloads):
e Recommended heap memory size of MID server : 8 GB

Q= e e

Q=0

¥

Heap Memory

Workloads on
PCE

New ClIs on
ServiceNow

Data Collection
time

Data Sync time

5GB

25841

75000

39 min 40 sec

18 h 42 min 31 sec
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Scenario 2 (50K Workloads):
e Recommended heap memory size of MID server : 6 GB

Heap Memory Workloads on New Cls on Data Collection Data Sync time
PCE ServiceNow time
3GB 25841 25000 28 min 41 sec 7 h 9 min 21 sec
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