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Chapter 1

About lllumio Edge-CrowdStrike Integ-
ration

This chapter contains the following topics:

Overview of the Illumio Edge-Crowdstrike Integration ................................. 5
Prerequisites and Limitations ... 9
POliCY WNtiNG L 9

This section provides an overview of how Illumio® Edge® and CrowdStrike integ-
rate, and lists a few limitations of the 20.2.0 generally available (GA) release.

Overview of the lllumio Edge-Crowdstrike Integration

This [llumio® Edge® and CrowdStrike® Integration Guide provides information on
how to use lllumio Edge with the CrowdStrike agent, use the lllumio Edge Ul to
create groups, and write policies for endpoint protection. It also lists some
troubleshooting steps and known limitations.
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IMPORTANT:
This is an lllumio Secure Cloud only release.

About the Integration

About lllumio Edge

Endpoint segmentation is a very important security control and it is as important
as data center segmentation. lllumio Edge gives you that security control by
providing visibility and segmentation to the endpoint. Malware can spread when
endpoints communicate with each other. lllumio Edge delivers endpoint pro-
tection that eliminates malicious lateral connections by effectively blocking the
east-west traffic. It proactively prevents the spread of breaches even before they
are detected. The outbound connections from your machine will work, however,
inbound connections will not work unless you write rules to allow them. So if an
endpoint is compromised, it will not be able to spread the breach to other end-
points. lllumio Edge can be easily deployed and consumed thereby enabling
you to quickly get the security benefits.

About CrowdStrike

CrowdStrike is a SaaS endpoint management service that runs an agent on end-
points. CrowdStrike's agent (Falcon) sends a stream of events to the controller,
and you can program the controller to define various types of policies to be
applied to the agent.

The integration of Illumio Edge with CrowdStrike's ecosystem enables you to
leverage lllumio Edge for securing your workloads. A modified version of lllumio
Edge Policy Compute Engine (PCE) analyzes the traffic collected by the
CrowdStrike agent and provides a mechanism to enforce firewall policy. This is
helpful if you want to want to use existing agents and do not want to install new
agents on your hosts. The CrowdStrike agent also programs firewall policy sim-
ilar to lllumio’s Virtual Enforcement Node (VEN).

By default, with lllumio Edge, all the workloads paired will be in the Coexistence
mode. With the lllumio Edge and CrowdStrike integration you can use the Fal-
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con agent in place of the VEN and still use lllumio Edge for endpoint seg-
mentation.
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About the Integration Architecture

CrowdStrike follows a model similar to lllumio. CrowdStrike agents (similar to lllu-
mio's VENs) communicate with their cloud controller (similar to lllumio's PCE)
and applies the rules for enforcement at the endpoints. CrowdStrike enters the
telemetry from these agents in the Falcon Data Replicator for partners, such as
[llumio to consume. lllumio’s CrowdStrike (CS) Connector, gets the events from
the Falcon Data Replicator and populates the visibility aspect of the lllumio
Edge PCE. In the Edge Explorer, you can see the flow of events, the workloads,
and so on. Once the policy is written on the Edge PCE, it gets sent to the lllumio
CrowdStrike Connector which modifies it in to a form that CrowdStrike can
understand and accordingly program its cloud. [llumio does not have a direct
interaction with the CrowdStrike agent. Only CrowdStrike's cloud PCE and Illu-
mio Edge PCE communicate with each other.
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Architecture Diagram
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Illumio Edge-CrowdStrike Integration Concepts

The concepts listed below are specific to the lllumio Edge-CrowdStrike integ-
ration:

« lllumio CrowdStrike Connector: Enables CrowdStrike agent integration
with lllumio Edge PCE.

o Hostgroup: Is an arbitrary grouping of hosts. In this integration we consider
only static hostgroups, where group membership is managed manually.

« lllumio Edge PCE: Provides mechanism to define groups, write and enforce
policies.
« Workload: Are individual endpoints in your environment.

o Groups: Is a logical grouping of endpoints. A group can be a department
(Finance, HR, Engineering, and so on), a phase (Phasel), or any other way
to organize your endpoints.

o Services: Are the incoming (inbound or peer-to-peer) services that you
want to include in your policy.

o IP Ranges: Is a range of IPs that is permitted to communicate for any given
inbound service.

« Rules: Are policies allowing inbound services from specified IP ranges.

CrowdStrike Integration Guide 20.2.1 8
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Prerequisites and Limitations

Recommended Skills

[llumio® recommends that you be familiar with:

o Your organization’s security goals
o User endpoint applications

o CrowdStrike Falcon

Prerequisites for lllumio Edge-CrowdStrike Integration

e lllumio Edge 20.2.0 for CrowdStrike module
e Windows 7 or Windows 10 machines

e CrowdStrike Sensor version 5.10.x or later

Limitations for lllumio Edge-CrowdStrike Integration

The known limitations of this release are:

« Maximum number of hosts in preview is 100.

o« A maximum of 10,000 rules can be configured in a hostgroup, which puts a
capacity limitation on number of rules lllumio can generate.

o A separate SaaS PCE is required.
e« Only on-premises Active Directory (AD) is supported. Azure AD is not sup-
ported.

o Is not compatible with hypervisors such as Windows Hyper-V, due to
which connectivity to or from virtual machines may be blocked in the
Enforced mode.

e Only supported on Windows OS.

Policy Writing

At a high level, security policies are configurable sets of rules that protect net-
work assets from threats and disruptions. lllumio Edge uses security policies to
secure communications.

CrowdStrike Integration Guide 20.2.1 9
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Inbound Allow-List Policy

In most cases, you need to consider inbound service rules. The core services that
communicate inbound to the endpoints such as, McAfee EPO, Qualys, SNMP, or
other management services should be explicitly allowed. If you have inbound ser-
vices that are unique to your organization, you will have to create a policy to suit

your needs.

Inbound Services Communication

Endpoints Custom Inbound Service

Outbound Policy

By default, all outbound traffic from a host is allowed.

Services with Dynamic Ports

If case of services with dynamic ports, consider creating a policy that is tied to
the process or Windows service and allow all ports. In this way the host firewall
will control access only on those ports on which that application is listening.

-39 ] |
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Chapter 2

Deployment

This section describes how to deploy lllumio Edge and get set up with the Illu-
mio Edge-CrowdStrike integration.

Get Started

Account Setup

When you sign-up with Illumio Edge, you will receive an email invitation to cre-
ate your account and access lllumio Edge. The invitation link is valid for 7 days
after which it expires. After creating your account, you can log in to the Illumio
Edge web console.

When you log in for the first time, the “Welcome to lllumio Edge” page is dis-
played. The wizard opens on clicking Get Started, which walks you through the
[llumio Edge setup steps that are described in the following sections. When you
log in the next time, the lllumio Edge dashboard (Groups) is displayed with
traffic alerts you have configured.

CrowdStrike Integration Guide 20.2.1
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First time lllumio Edge login: Welcome page

Welcome to lllumio Edge

Click Get Started to create your first group and define security rules for a set of workloads.

P Learn More [JESESERE. Go to Home Page

You have 100 new workloads discovered by Crowdstrike
]

Getting Started

Define Fine-tune Monitor
incoming custom blocked
services rules traffic

The following sections describe how to select the incoming services and con-
figure IP Ranges to define security rules for a set of workloads in a Group.

Steps for lllumio Edge-CrowdStrike Integration

To get started with the lllumio Edge-CrowdStrike integration:

1. Click the Try it now button in the CrowdStrike Store to enable the lllumio
Edge trial.

CrowdStrike Integration Guide 20.2.1 12


https://www.crowdstrike.com/endpoint-security-products/crowdstrike-store/

Lx_l_l i“umio Chapter 2 Deployment

After lllumio validates and activates your request, you will receive an invit-
ation email to create your lllumio Edge account.

2. Log into your CrowdStrike User Interface (Ul).

a. Move your test endpoints in to “lllumio Managed Hosts” hostgroup.

= 0

Q Search llumio Store App Testing Il v (= g

Groups

(® Add New Group

GROUP NAME HosTs GRouP TYPE cReATED BY
Illumio Managed Hosts 9 Static api-client-id:acb64e s Wi wessof

GRoUP NAME Hosts Groue TyeE createo By

lllumio-Finance-179-illuminated-0c7 i s whumedmnddl.. 2 Static api-client-id:achB4e M o 1150f %z ®
GRoUP NAME HosTs GRoup TyPE cReATED BY

lllumio-grpl-enforced-aa7a914del4 Mt i w328, 0 Static api-client-id:achB4e MMiiud T8 Aa0. T A 4150f Z ®
GROUP NAME Hosts GRouP TYPE cReATED BY

lllumio-grp2-T1-enforced-98fc28d4em: « Mmia T i W 44 ic38.. 4 Static api-client-id:ach6e i i 150f % ®

b. Move hosts in to a specific hostgroup.

N ] Hosts > Groups > lllumio Ma Q search llumio Store App Testing Il ~ =3

-

USB Devices Policies %

No assigned usb devices policies

Machine Learning Exclusions %

EXCLUSIONS

Hosts currently targeted by this group

Q Type to filter 9 Hosts found | X ‘

Selected 0 of 9 hosts ® 3, %=
Hostname © L O FirstSeen © OSVersion © OU @  Prevention Pol..  Firewall Policy Response Policy = Sensor Update... USB Device Po... Status @ SensorVer.. ©
ILLUM o Yol J01.27,20201.. Windows 10 SO s000 . S sos0s Sulnaoso . Dalamsoser  Susnsoser. Merm 552114060
ez Al 90,25,20200.. Windows 10 D S DU el OSelONS wmd  saameoso
——rP2 Jole 20,2020 2. Windows 10 SU30.3000 5. 330,500 1. Jul 20,5020 5. 9uk20,80205. Jul.20,50205. Normel 532114060
e Yol 01.20,2020 2. Windows 10 510 80205, 50130, 03T, Sul 0, 50305, el 13030, Sui30, 50207, Normal 552114080
— S Jul | 20,2020 2. Windows 0 510 80205 5030, 8030 T. il 2050205, Dl 2120200, el 20,5027, Norml 532114060
et o 1. 21,20200. Windows 10 S0 G, S0 5050 . el A0I0G. PR ol B s0%06,  Nermal 552114060
———o- Jole J01.20,2020 2. Windows 10 SU20,2000 5. 330,020 1. Jul.20, 50205 Suk2h20200. 9ul.20, 2020, Normel 552114060
V———pvee Jul | 90.20,20201T.. Windows 10 S0 8020 a0 20305 Sul 20, 50301, 20, 20801. Sui20, 5030, Norml 532114060
- V6-6 Jul.. Jul.20,20202.. Windows 10 Default (Wind... Illlumio-grp2-11..  Default (Wind... Default (Wind... Default (Wind... Normal 5.32.11406.0

Jul. 20,2020 2..  Jul. 30,2020 1. Jul. 21,2020 0.. Jul. 21,2020 0..  Jul. 21,2020 0..

3. Log in to your lllumio Edge PCE UI.
You see your workloads in the “Discovered Workloads” section.

a. Move the workloads in to a Group.

b. Write policy to secure your workloads.

CrowdStrike Integration Guide 20.2.1 13



Lx_l_l i“l.ll'“iﬂ Chapter 2 Deployment

c. Move workloads to 'Enforced’ state.

Workloads displayed in the lllumio Edge Ul

= lllumio Edge

Welcome, ! » Learn More
‘You have Security Rules set up for 30 Groups of Workloads

Groups (D) 2 Discovered Workloads

Select properties to filter view e

o Note: Discovered workloads are not in any group yet. To apply policy to the discovered workloads below, select workloads
and move to a group using the “Move to Group" action.

eEv e25v 1-250f30Totalv < >

At Group +Workloads # Move to Group C Refresh
Status

secgroup2 1 H Select properties to filter view Ad

lack 1

&= 50 per page v 1-20f 2 Matched v < >

s Nene i [ Enforcement +Name
XaCSAC None : ] idie —————CL

[ Idie W MK

(D 2 Discovered Workloads

4. Click the traffic lines under the Policy column to view the Explorer.

=  Explorer

Select Included Sources slack x 7680 TCP *

Select Excluded Sources Broadcast x or Multicast x Select Excluded Services

Last Month v All Policy Decisions v Select Favorite hd m Go
Reported View v [> Export 1-50 of 167 Matched < *>  Format | Table v |

Reported N
Policy ~Source ::::’e! — Flows/Bytes. ;':;ct - Last Detected
Decision B P
Unknown 172.24.88.105 — Owiee - 7680 TCP slack 7 flows 11/06/2020 11/24/2020
(B private 500AT4P 15:49:13 22153128
102185
Unicast
Unknown 172.24.88.104 — QOwi1c 7680 TCP slack 6 flows 11/10/2020 11/21/2020
@ private 500AT4P 13:44:29 14:29:40
10218.5
Unicast
Unknown 172.24.88.102 — Wi 7680 TCP slack 28 flows 11/06/2020 12/02/2020
@private 500AT4P 13:26:22 15:36:01
10.218.5

On selecting “Parallel Coordinates” from the Format drop-down in
Explorer, the traffic flows are displayed as a vertical list of Source and
Destination applications, and the port being used in the flows.

CrowdStrike Integration Guide 20.2.1 14
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Reset To Default

Select Included Sources v slack * v | 7680 TCP x v

Select Excluded Sources v Broadcast x or' Multicast x ~ Select Excluded Services

Last Month v All Policy Decisions v Select Favorite v m Go

Source Top Top

Format | Parallel Coordinates ~ ‘

Total Connections: 167

Source Destination Port Process Name / Service
Roles sart sor e

+ by Process Nam
Groups

IP Address =~ - - ‘svchost.exe' =

Select Incoming Services

This topic describes how to select the Incoming Services to allow for peer-to-
peer communication.

To select incoming services:

1. You define a group and select your desired incoming services. lllumio Edge
provides a list of common applications and you can select which items you
want.

2. You can add a new Group by clicking Add new Group on the Groups page.

=  lllumio Edge

Welcome, User Name!

Groups

3. Enter a name for the new group in the Name of Group field, for example
“HR.”

CrowdStrike Integration Guide 20.2.1 15
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The group you have selected is the group of endpoints that the policy will
be applied to.

4. Select your incoming services.

By default, lllumio Edge provides approximately 30 services in the “All Ser-
vices” list.

o Start entering a service name in the “Type to show matching services”
field to filter service in the All Services list.

o You can select the service you want and use right and left arrows to
add or remove them from the Incoming Services to allow list.

For example, you can add Skype and Microsoft Teams to be allowed for
this HR group.

=  lllumio Edge z UserName v Q 2 |

Specify a name for the group and select incoming services to allow. Click the arrow buttons to add or remove services to the group

o — )

Select Incoming Services

* Name of Group @  HR

Type ta shaw matching services

All Services 40 services * Incoming Services to allow @ + Add New 2 services

1 icmp [ (skype
ICMPICMPVE Skype

[ Anservices [] | Microsoft Teams
Teams

[l windows Broadcasts
137 - 139 UDP,137 - 139 TCR,5355 UDP,1900 UDP

web
B0 TCP,443 TCP

[ mssaL
1433 TCP

[]  Tomcat
8080 TCP

1 mysaL

5. Click the Service name to view or edit it.

CrowdStrike Integration Guide 20.2.1 16
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Edit Service - Skype x

General

* Name Skype

Description A collaboration application that can be configured to use peer to peer communication.

* Service Definitions L LG — Remove
O Port and/or Protocol Process Windows Service
O E.g. 22, 514 UDP, ICMP W E.g. cl\windows\myprocess.axe Skype

Cancel

6. If you are using a custom peer-to-peer application that is not in the
provided 'All Services' list, click +Add New to define that service.

Add New Service
General
*Name  Type aname for the new Service

Description  Type a description for the new Service

* Service Definitions — Remove

| Port andfor Protocol Procass Windows Service

[m] E.g. 22, 614 UDP, ICMP - E.g. ciiwindows\myprocess.exe £.g. myprocess

Cancel

7. Enter a Name, Description, and Service Definitions (Port and/or Protocol,
Process, and Windows Service) and click Save.

The new service is added to the list.

You have now defined your incoming services, which means you have con-
firmed the selected services to be authorized for the specified group.

8. Click Nextto continue.

Configure IP Ranges

You configure the authorized IP Ranges that are allowed to communicate on the
services you have defined in the Select Incoming Services section. For example,

CrowdStrike Integration Guide 20.2.1 17



Lx_l_l i“l.lmio Chapter 2 Deployment

in the case of Skype the IP range can be Any because you want all the laptops of
employees that belong to the HR group to communicate via Skype with each

other. By default, lllumio Edge provides a few IP range options, such as Any and
RFC 1918, which you cannot edit.

To configure IP ranges:

1. Select Permitted IP Range from the drop-down menu to select an incoming
IP Range that is permitted to communicate for any given incoming service.

= lllumio Edge B3 & UserName v Q 2 |
Set an incoming IP Range for each incoming service
Previous Caneel
Select Incoming Services Configure Permitted IP Ranges
(1]
EFLEDEYY  Apply IP Range @
Select properties to filter view v
1 Selected
[] Incoming Service * Permitted IP Range
Skype i@ Any (0.0.0.0/0 and ::/0) X | Choose IP Range to protect v
Skype
[l Microsoft Teams 1P Range: ~
Teams

Any (0.0.0.0/0 and ::/0)
RFC1918

Blacklist

Internet

ilabs.io

Type to show more IP Ranges

2. You can also click Apply IP Range to apply an IP range to one or more of
the services.

= lllumio Edge

Set an incoming IP Range for each incoming service

e &
Previous L

& Caneel
Select Incoming Services Gonfigure Permitted IP Ranges

Select properties 10 filter view

[] Incoming Service * Permitted IP Range

O (s @ v 00000510, %) G
e

1 Microsoft Teams (@ Any (000000 and 510} x | Ghoase 1P Range 1o protect
Teams

se IP Range 1o protect

3. Click +Add New, if you want to create a new custom IP range. Click the'i’
icon to see the examples.

CrowdStrike Integration Guide 20.2.1 18
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Add IP Range
General
*Name  Type anama for the new IP List

Description  Type s description for the new IP List

©IP Addresses  Type or paste fully qualified names @
Single IP IPva or IPVE X
1270041

CIDR Block  Use a slash to indicate a CIDR Block
192.168.100.0/24
2620:0:860:2::/64

IP Ranges  Use a hyphen ta indicate an IP range

10.0.0.0-10.255.255.255

Comments  Use a hash symbol to indicate a line comment
23.4.55.6 #Comment Text

Excludes  Use an exclamation paint to exclude an IP address, CIDR block or IP range.

The excluded IP address(es) must be within the included IP range.
1192.168.100.0/30
13ffe:1900:4545:3:200:18ff:fe21:67cf

Cancel

4. After choosing the IP Ranges, click Next to view the summary of your
Rules, which displays the list of incoming services and permitted IP ranges.

= lllumio Edge

Preview and confirm changes. Press "Done" to provision the Group or Save as a Draft

® ° ®

Previou [ g ® ]
Select incoming Services Configure Permitted IP Ranges Preview and Confirm

* Name of Group @ HR

Here is a summary of the security rules will be croated

Select properties to filter view

Incoming Service Permitted IP Range
Sype (©) Any (0.0:0.0/0 and 0)
Skype
Microsoft Teams (®) Any (0.00.0/0 and :/0)
Teams

5. Click Done to Provision the Rules or Save as a Draft.

6. Verify the information in the pop-up and click Provision and Confirm to pro-
vision the rule to the associated workloads.
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Group HR - Provision
The group settings for new Group HR are complete.

Services will be created:

= Skype

Do you want to provision the group to associated workloads now?

Cancel @ Save as Draft [EeGhilin R4 E

NOTE:
0 If you select Save as Draft, see the Draft Changes section below.

After successful provisioning, the lllumio Edge Groups page is displayed, with
the groups and their provision status, and the number of workloads that are asso-
ciated with that group.

The inbound traffic configured for that group is displayed in the right panel.

CrowdStrike Integration Guide 20.2.1 20
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lllumio Edge User Name v

‘Welcome, User Name!

P Learn More
‘You have Security Rules set up for 2 Groups of Workloads

Groups Inbound Traffic for Group: Finance Last Day ~  [& View All Traffic

Select properties to filter view - Ports Workloads

Customize columns ¥ 50perpage~ 1-1of1Totalv ¢

Customize columns v 50 per page v 1-90f@Totalvy < >
Provision
Status | OTOUP VENs Ports Total Flaws Blocked Flows Top Sources +Policy
Firance 4 i 22000 TCP syncthing.axe 7 7 * O LLUMIO-LT-004 & £ ILLUMIO-LT-002 e —
HR Nene + i ICMP System 5 5 * © rLumio-Lr-003 S ———
448 TCP System L] 1B © @ rLumio-L1-001 @ @ ILLUMIO-LT-004 @ £ LLUMIO-LT-002 B
80 1CP nmap.exe 1 0 @ ) LUMIO-LT-003 —
443 TCP nmap.exe " 0 & 0 LLUMIO-LT-003 ————
50000 TCP Ime.exe a7 o O rLumio-1T-003  ® QuLLUMO-LT-002  ® ) LLUMIO-LT-001 —n
3380 TCP svehast axe 7 o ® @ AD Servers e ——————
3389 UDP svchost axe 19 o @ @ 4D Servers —
3389 TCP svchost exe TermService 22 o # (@ AD Servers —_—

For information, see the Explorer section.
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Chapter 3

Edge Groups

This chapter contains the following topics:

Hlumio Edge Groups and EXplorer ... 22
W OTKIOAA S . 27
Policy Objects for Edge-Crowdstrike Integration ... ... 30

This section describes the lllumio Edge Groups page (or it's main dashboard),
the Explorer feature, and Workloads that are part of the lllumio Edge-Crowd-
strike Integration.

Illumio Edge Groups and Explorer

Groups for Edge-CrowdStrike Integration

The lllumio Edge Groups page offers a quick insight into all active inbound ser-
vices seen across your Groups. In the “Visibility” mode you can confirm policies
by reviewing potentially blocked traffic before enforcement. You can quickly
understand the policy decision on all traffic via the green and red traffic lines.
You can also sort the data based on incoming service, port, or workload. Clicking
on any of the lines under the Policy column, opens the Explorer page.

o Green: Allowed

« Red: Blocked

Traffic is blocked when a workload is in Enforced policy state.

CrowdStrike Integration Guide 20.2.1



[x_l_l i“umio Chapter 3 Edge Groups

= lllumio Edge

Welcome, o !
You have Security Rules set up for 30 Groups of Workloads

Traffic Policy Workloads

P Learn More

Select properties to filter view

eEHv ®25v 1-250f30Totalv < > 7/ Edit Group C Refresh

Provision Group s Workloads

Status Type to show matching services hd
secgroup2 1
Customize columns v 50 per page v 1-10f 1Totalv < >
gty 1 < Incoming Service Allowed IP Ranges
saddasd None i @ All services Any (0.0.0.0/0 and ::/0)

ADDITION

0 NOTE:

Only Draft View is available. CrowdStrike does not indicate the type of
traffic flow.

=  lllumio Edge (== ¥ v Q 7

Welcome, '

P Learn More
‘You have Security Rules set up for 30 Groups of Workloads

. . . Traffic Policy Workloads @
Select properties to filter view

eEv e25v 1-250f30Totalv < >

Top Ports v C  LastDay v 4 View All Traffic
Provision
Status (S Erceacs Customize columns v 50 per page v 1-20f2Total ¥ < >
secgroup2 1 H Ports Total Flows  Blocked Flows  Top Sources = Policy
slack 1 B 7680 TCP 77 77 ® (5) private | ® () DESK s
I
saddasd None : Ol Vs
2 2 & I
— None : 135 ICMPvE ® (5} Internet

Explorer for Edge-CrowdStrike Integration

Explorer allows you to analyze traffic flows for auditing, reporting, and
troubleshooting purposes. You can access Explorer from:;

o TOp-left main menu E > Explorer

« Clicking on the traffic flow under the Policy column located on the Groups
page

« Clicking View All Traffic button located on the Groups page
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lllumio Edge

Explorer
Workloads
Policy Objects

\ccess Management

Troubleshooting

Support

The Explorer displays the traffic flow of workloads in the Group along with the
port and protocol, process name, and Windows service name.

o Source: The origin IP address or endpoint for the selected flow.

o Destination: The destination IP address or endpoint for the selected flow.

You can filter either Global (all groups) or per Group, Time, Service, IP Range,
and Transmission mode (Unicast, Multicast, or Broadcast). You can also sort
based on Reported or Draft (All, Blocked, or Allowed) Views and Export the
data.

« Draft View: View policies without provisioning them.

« Reported View: View policies by actually provisioning them.
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=  Explorer

Select Included Sources

slack x

Chapter 3 Edge Groups

e

7680 TCP x

Ly

v

Q ? v

S
Reset To Default

Select Excluded Sources

> eor

Reported Source
Policy *Source Fratie
Decision - .
Unknown 172.24.88.105

(@) Private
Unknown 172.24.88.104

(@) Private
Unknown 172.24.88.102

@ Private

Broadcast x 0r Multicast *

Select Excluded Services

All Policy Decisions v Select Faverite v m Go

_ o

Owigm - 7680 TCP

500AT4P
10.2.18.5
Unicast

Qowic 7680 TCP

500AT4P
10.2.18.5
Unicast

Own 7680 TCP

500AT4P
10.2.18.5

1-50 of 167 Matched

< > Format | Table

- ‘

7 flows

6 flows

28 flows

First
Detected

11/06/2020
15:49:13

11/10/2020
13:44:29

11/06/2020
13:26:22

Last Detected

11/24/2020
22:53:28

11/21/2020
14:29:40

12/02/2020
15:36:01

For more in-depth and targeted filtering, you can select specific traffic criteria

displayed on clicking in the Select Traffic... field.
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Select Traffic...

- Service...

~  Workload...
I Exclude Workload...
F Groups...

IP Addresses...

Reported Policy Decision
Allowed
Potentially Blocked
\ Blocked
Unknown

Destination is a Workload
| Source is a Workload

IP Range

FQDN

Private (RFC 1918)
Internet
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On selecting the Parallel Coordinates format, the Explorer displays traffic flows
as a vertical list of Source and Destination applications, and the port being used
in the flows. You can also sort the results to view based on port number or num-

ber of traffic flows and also by process name or number of flows.

=  Explorer B3 UserNamev Q ? v

Global h Select Traffic... v m Reset To Default

Select Traffic... ~ Format ‘ Parallel Coordinates v
s lecti T Destination Selections: | .

ouree o o Total Connections: 10000

Source Destination Port Process Name / Service
Sort By Port Number [ Sort By Process name [
Groups IP-Addres: ICMP o o E—
ol

'Se W Lexe' 4

'Skype.exe' |
'Sp T Tne.exe'
ateNotificationMgr.exe' -
Pt s .oxySvc'

e
‘msfeeds\s:ﬁc exe’
‘smartscreen.exe’ |
‘svchost.exe'
Uooooionokerexe' o
‘wlidsve'

Workloads

The Workloads page displays all your workloads. After you pair workloads, you
can view details by clicking a single workload. Only groups that the workload is
in are displayed. Each workload, last received, group. You can Edit the Workload
description, policy state and managed interfaces.

Workloads Page

You can select one or multiple workloads and move them in to a different Group.

On the Workloads page, click on a workload to view and edit it attributes and to
view and export the applied rules.
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Workloads

— Remove /' Moveto Group Enforcement v C Refresh  [* Reports v
Select properties to filter view v

* Customize columns v 50 per page v 1-4of4Totalv < >

[ Connectivity Group Last Applied Policy +Enforcement Name

[1 @online secgroup2 11/30/2020, 17:59:16 Visibility Only DESK] 1K
[1 @online slack 11/30/2020, 17:59:16 Visibility Only wiol ]
[} Idle wiol «cL
[} Idle w10 VIK

Workload Policy States

Policy state determines how the rules affect a workload's network com-
munication. After installing an agent on a workload, you can place the workload
in one of the three policy states:

. ldle
Used for installing and activating the agent without changing the work-
load’s firewall. The agent uses the workload's network analysis to provide
relevant details to the PCE.

« Visibility Only
In the Visibility Only state, the agent inspects all open ports on a workload
and reports the flow of traffic between it and other workloads to
[llumio Edge. In this mode, you can only select the 'Blocked + Allowed’
option and Illumio Edge logs and displays traffic information for allowed
and potentially blocked traffic. This state is useful when firewall policies are
not yet known.

The recommended flow is of policy state cycle is to start with the Idle mode, next
move to the Visibility mode to provision your policies. After confirming that the
policies suit your organization needs, move to the Enforced mode.

Workload Summary

On the Workloads page, click on a workload to view its Summary and Rules.
Workload attributes provide detailed information such as the hostname, the
CrowdStrike agent ID (AID), and other attributes. If a workload belongs to a

CrowdStrike Integration Guide 20.2.1 28



1! illumio

Chapter 3 Edge Groups

particular group, it will receive the rules defined for that group after the ruleset is

provisioned.

= t. Workload - DESI NK

Summary

Rules

/' Edit

General
Name
Description

Enforcement

Connectivity

Policy Last Applied

Group
Group

Attributes
Hostname
0s
Release

Interfaces

Crowdstrike AID

Rules

DESE NK
CrowdStrike aid: 5aacd9

Visibility Only
lllumio Edge does not block any traffic

@ Online
11/30/2020 at 17:59:16

secgroup2

DESKTOP-1FE3NNK
Windows
10.0 ServicePack: 0.0.1198

Ethernet0: 10.2.10.39
link-local: fe80::c96:.__._ _203:f7b8

S5aacd9c

657dd39cce8

2657dd39¢cce8

Inbound rules are those that you define to allow services in to your workloads.

The outbound rules are built by default to allow all traffic outbound.
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= t Workload - DI

Summary Rules

@ Active version This list shows only active rules for domain interfaces. For non-domain interfaces, all outbound traffic is allowed and all inbound traffic is blocked

[> Export to JSON

Inbound Rules
Customize columns v 50 per page v 1-20f2Totalv < >

= Service Addresses
eZw Tiervice

) 33434, 5004 UDP

@ 33434, 5004 TCP

e C:\Program Files (x86)\Mi . S & e U "
e Skype

@ Teams

Outbound Rules
Customize columns v 50 per page v 1-10f1Totalv < >
* Service Addresses

0.0.0.0/0

All Servi
L oIS 0000:0000:0000:0000:0000:0000:0000:0000/0

Policy Objects for Edge-Crowdstrike Integration

The policy objects supported in this release of lllumio Edge are Services and IP
Ranges, which have been described in the Concepts section. Your policy has
only two criteria: inbound services and IP ranges.

Inbound Services

From the main menu, navigate to Policy Objects > Services to view all the
inbound services you have previously defined. You can also create a custom ser-
vice from the Services page by clicking the +Add button.

FREEEN i Provisio 1 Revert Remave

Select properties to filter view

Customize columns ¥

| | Provision Status *Name Port/Protocal Last Modified On Last Modified By Description
All Services ALL 1/27/2019, 10:31:07 Unknown
m} ICMP ICMP |, ICMPYE 111277119, 10:31:07 Unknewn
ml Kollective Diofivery Managar Servica 06/08/2020, 22:06:18 amia.com Kollective, formerly known as Kontiki, is 2 pa:
[} LMC 60000 TCP 06/09/2020, 08:31:38 amio.com Custom p2p Messaging
] RDP 39 TCR, 3113 UDP 05/09{2020, 10:05:33 imio.com
[m| SMB 445 TCR 06/09/2020, 08:32:21 imio.com
1 Zoom ZoomCptService 06082020, 22:06:18 Imie.com A collaboration application that can be confic
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@ Cancel
General
* Name Type a name for the new Service
Description Type a description for the new Service
rd
* Service Definitions — Remove

O Port and/or Protocol Process Windows Service
O E.g. 22, 514 UDP, ICMP v E.g. c:\windows\myprocess.exe E.g. myprocess

IP Ranges

Similarly for IP ranges, you can navigate to Policy Objects > |IP Ranges to view all
the IP ranges you have previously defined. You can also add custom IP range
from the IP Ranges page by clicking the +Add button.

=  IPRanges

+ Add RS O Revert — Remove

Select properties to filter view

* Customize columns ¥
[]  Provision Status *Name Addresses Last Modified On Last Modified By
O AD Servers 1 7 06/09/2020, 08:20:20 r @illumio.com
Any (0.0.0.0/0 and ::/0) 0.0.0.0/0 +1 more 11/27/2019, 10:31:07 System
n2nnna 0RING/Z020_NR:R1:09 @illumin pom

1 Local
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= t IPRange

@ Cancel

General

* Name Type a name for the new IP List

Description Type a description for the new IP List

* |P Addresses Type or paste fully qualified names [i ]

Single IP IPv4 or IPv6
127.0.0.1
2001:0db8:0a0b:12f0:0000:0000:0000:0001

CIDR Block Use a slash to indicate a CIDR Block
192.168.100.0/24
2620:0:860:2::/64

IP Ranges Use a hyphen to indicate an IP range
10.0.0.0-10.255.255.255

Comments Use a hash symbol to indicate a line comment
23.4.55.6 #Comment Text

Excludes Use an exclamation point to exclude an IP address, CIDR block or IP range.
The excluded IP address(es) must be within the included IP range.
1192.168.100.0/30
13ffe:1900:4545:3:200:8ff:fe21:67cf

Edit the Policy of a Group

If you want to edit the policy of a group, for example, you want to add a service
to the Finance group:

1. From the Edge Groups page, click the name of the group, for example Fin-
ance.

The Group page opens, which displays the current policy for that group.
2. On the Group page, click Edit to open the Getting Started Wizard.
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=  lllumio Edge

Specify a name for the group and select incoming services to allow. Click the arrow buttons to add or remove services to the group

—

Select Incoming Services

* Name of Group @

Finance

Type ta show matching services

All Services

37 services * Incoming Services to allow @ + Add New
| ‘/AII Services | o "’nw )
9 3385 TCP,3389 UDP |
] "'\cup d \."MD
ICMPICMPYS 50000 TCP )
o "-Zoom |
| ZoomCpiService |

3. Edit the Group to modify the Incoming Services and IP Ranges as
described in the initial section of this guide.
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Manhagement

This chapter contains the following topics:
ACCESS MaNAG eMENT 34
POV S ON 41
SO NG S oL 42
TroUubleSNOOtING oo 46

This section describes how to manage the various roles provided with
lllumio Edge and how to manage policies and settings as well as troubleshoot-
ing steps.

Access Management

[llumio Edge includes four built-in Global Roles that grant users access to per-
form operations as required within your organization. You can assign multiple
roles to one user and by mixing and matching the different roles, you can
achieve different levels of granularity of permissions.

View Global Roles

To view the Global Roles, navigate to Access Management > Global Roles.
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— Role-Based Access - Global Roles

Global Roles External Groups External Users Local Users User Activity

Roles

Global Organization Owner
Global Administrator
Global Viewer

Global Policy Object Provisioner

The following tables describes the access permissions for each role:

m Granted Access

Global Organ- Perform all actions: add, edit, or delete any resource, security
ization Owner settings, or user account

Global Admin- Perform all actions except user management: add, edit, or
istrator delete any resource or setting

Global Read View any resource or organization setting: cannot perform any
Only operations

Global Policy  Provision rules containing IP ranges, services, and groups: can-
Object Pro- not provision rules, or add, modify, or delete existing policy
visioner objects

CrowdStrike Integration Guide 20.2.1 35



<! illumio

Chapter 4 Management

Role  Global Organization Owner Role  Global Viewer
Granted Access A Hide Granted Access A Hide
Groups View, Add, Modify, Provision Groups View
Workloads and VENs View, Add, Modify, Delete Workloads and VENs View Scope
Explorer View, Add, Modify, Provision, Delete Explorer View Scope
Users View, Add, Modify, Delete Users View
Services View, Add, Modify, Provision, Delete Services View
IP Ranges View, Add, Modify, Provision, Delete IP Ranges View
Blocked Traffic View, Delete Blocked Traffic View Scope
Security Settings View, Modify Security Settings View
My Profile View, Modify My Profile View, Modify
S50 Config View, Modify SS0 Config None
Role  Global Administrator Role  Global Policy Object Provisioner
Granted Access  a Hide Granted Access A Hide
. N . Groups View
Groups View, Add, Modify, Provision .
Workloads and VENs View, Add, Modify, Delete Workloads and VENs V{ew
Explorer View, Add, Modify, Provision, Delete Explorer V{ew .
Users View U?ers V{ew, va!s!on
Services View, Add, Modify, Provision, Delete Sarvices V{ew, va!s!on
IP Ranges View, Add, Modify, Provision, Delete P Range.s V{ew, Provision
Blocked Traffic View, Delete Blo?kEd Tﬁ:fﬂc V{ew
Security Settings View, Modify Security Settings V{ew .
My Profile View, Maodify My Proﬁ.Ie View, Medify
S50 Config None SS0 Config None

Add a Local User

Local users are created in the PCE (they are not managed by an IdP). You can

view the list of local users under this tab. You can create additional local users as
a backup in case your external IdP goes offline or the SAML server is not access-

ible.

TIP:

To add a local user:

You can delete a user by selecting their name and clicking Remove.

1. From the Edge main menu, choose Access Management > Local Users.

2. Click Add.

3. Enter a name and an email address.

o The email address must use the format xxxx@yyyy.zzzz and be 255

characters or less.
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o You can have duplicate names for local users but you cannot have
duplicate email addresses.

4. Select arole for the user:

o None (Users without a role have Read Only access when this access is
enabled.)

o Global Organization Owner
o Global Administrator

o Global Read Only

External Groups and External Users

[llumio Edge integrates with the user groups maintained in your corporate IdP

so that you can manage user authentication centrally. When a user who is a mem-
ber of an external group logs into lllumio Edge, the corporate IdP authenticates
the user and returns the list of groups the user belongs to.

When you use an external corporate Identity Provider (IdP) to authenticate
users but your IdP usernames do not use email addresses, email invitations can-
not be sent to those users. When you add this type of user, send them a login
URL that they can use to set up their Edge accounts and log into the web con-
sole. Removing an external user removes the user from the External Users tab
and all the user's role memberships. The user's authentication is still managed by
your corporate |dP.

Authentication

When you use a third-party SAML-based IdP to manage user authentication in
your organization, you can configure that IdP to work with the PCE.
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= Authentication Settings A, UserName v Q ? v

Choose your Authentication Method to
authenticate users for accessing the PCE

LOCAL (IN USE)

- r . . Configure
User will sign into the PCE only with a local credential provided by the user's organization password policy. 9

SAML

SAML users can also authenticate to the PCE using local credentials.

Configure
@ Sign into the PCE using either SAML or LDAP along with local credentials.

Learn about supported SSO and LDAP providers
You can use one of the following identity providers for authenticating users with the PCE

OnelLogin Active Directory Federation Services Azure AD Okta Ping Identity

User Activity

This page displays a list of all the users in your organization along with details
such as, name, email address, status (online, offline, or invited), and their last
login date and timestamp.

Access Restrictions

Access restrictions are configurable entities and contain a list of up to 8 IPv4 IP
addresses or CIDR blocks that specify the source IP addresses of the allowed cli-
ents. Only the Global Organization Owner can manage access restrictions in the
organization while other roles cannot edit or view them.

In lllumio Edge, you can apply access restrictions to user sessions. The list of
access restrictions has a column that indicates whether access restriction is
applied to a particular user session or not.
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NOTE:
0 You must have the Global Organization Owner role to view or edit
access restrictions.

To configure access restrictions:

1. Log in to the lllumio Edge web console as a user with the Global Organ-
ization Owner role.

2. Navigate to Access Management > Access Restrictions.

The Access Restriction page is displayed that shows which IP addresses
are allowed and where the restrictions have been applied.

Bd & UserName v Q ? v

— Remove C Refresh

Customize columns ¥ 50 per page ¥ 1-20of2Totalv < >
[] *Name Description Addresses Restriction Applied To
[ AR 10. User Session
[ testing 4 User Session

To add a new restriction, click Add.
5. Enter the required attributes:
o Name
o |IP Addresses (you can list up to eight IPv4 adresses or CIDR blocks)
6. Click Save.

= t Access Restrictions EJd & UserName v Q ?

@ cancel

General

* Name Test

Description Type Access Restriction Description

* IP Addresses 1 11 i ]

1 Total
Maximum 8 IPv4 Addresses or CIDR Blocks
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7. Click Edit to edit the restriction or Remove to delete it.

= 1§ Access Restrictions - Test

Fa=-h8 =— Remove

Name  Test
Description
Restriction Applied To  User Session

IP Addresses 1 1

8. The newly added restriction is displayed on the Access Restriction page.

= Access Restriction 2= UserName ¥ Q. ? v
+ Add [EEETNINE C Refresh
Customize columns v 50 per page v 1-3o0f3Totalv < >
[ *Name Description Addresses Restriction Applied To
[ AR 1 10 User Session
[ Test 1 1 User Session
[] testing L User Session

9. Toremove a restriction, select the check-box next to it's name and click
Remove.

10. Click Remove to confirm removal of the restriction or click Cancel to retain
it.

Remove Access Restriction

Are you sure you want to remove this Access Restriction?

e Test

Cancel GERWT]
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Provision

Provisioning means the policies you have defined are sent to the agents that are
installed on the endpoints.

Draft Changes

Any changes you make to groups, IP ranges, services, or policy need to be pro-
visioned. When your PCE has changes that need to be provisioned, the orange

badge on the Provision button indicates the number of changes that need
to be provisioned. When you select the check-box and click Provision, the PCE
recalculates the changes and transmits those changes to the agents installed on
your workloads. All of the changes you make to those items are considered to be
in a "draft” state (un-versioned) until you provision them. After the provisioning
is complete your changes, those changes become "active" and current.

= Draft Changes B & UserName v Q4 ? v
i Provisiono =] Reverlo 1 IP Range C Refresh
Select properties to filter view ~

1 Selected Customize celumns v 50 per page v 1-1of1Total~» < >
Change +Name Item Last Modified By Last Modified On
D *ec2. .com IP Range @illumio.com 01/08/2020, 11:52:03

When you confirm provisioning by clicking Confirm & Provision, the Pro-
visioning progress indicator displays the number of workloads that need to be
synchronized with the latest provisioned policy changes and the progress for
applying the policy changes to those workloads.

Provision selected items x
Change *Name Item Last Modified By Last Modified On Remove
DELETION g i i H H
*ac .com IP Range @illumio.com 01/08/2020, 11:52:03 M
Summary 1 Total: 1 IP Range

Provision Note Provision Note

© The PCE recalculates policy and sends it to impacted VENs when you provision.

[o= )TN Confirm & Provision

On the Provisioning page, you can:
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« View the previous policy change by clicking View the last commit

« View the list of policy versions by clicking View Policy Versions
Policy Versions

Select Provision > Policy Versions from the top-left main menu E on the left or

1
from the top-right provision menu . The policy versions are displayed under

the Version column.

=  Policy Versions B3 UserName v Q ?
& Provision 3 Revert C Refresh
Customize columns v 50 per page v 1-500f 280 Total v < >
<Version Group Services Provisioned By Note
IP Ranges Provisioned On
280  Groups 12 Services som Adjusted ip-lists
9 IP Ranges 07/29/2020, 17:46:51
279  Groups 12 Services com Added all new security policy structures
9 IP Ranges 07/29/2020, 17:46:45
278  Group 12 Services com ‘Commit :draft services before creating
31P Ranges 07/29/2020, 17:46:40 bound-service.
277  Group 1 Service com ‘Commit :draft services deleting .
3 IP Ranges 07/29/2020, 17:46:28
Settings
E t Settings

By default, the auditable events are enabled in the PCE and cannot be disabled,
in accordance with Common Criteria compliance.

You can change the following event-related settings by navigating to the Set-

tings > Event Settings page:

« Event Severity: Set the severity level (Error, Warning, or Informational) of
events to record. Only messages at the set severity level and higher are
recorded. The default severity is 'Informational’.

« Retention Period: The system retains event records for a specified number
of days - from 1 day to 200 days, the default period is 30 days.

« Event Format: Set the message output to one of the three formats,
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JavaScript Object Notation (JSON), Common Event Format (CEF), or Log
Event Extended Format (LEEF).

Event Settings

# Edit

Events

Event Severity Informational
Only audit events of this severity or higher are saved

Retention Period 30 days
Audit events older than this are purged

Event Format JSON

Policy Settings

You have the option to make a Provision Note mandatory before you provision
rules. It is disabled by default, but you can enable it to make it mandatory. This
feature supports the need to describe context before provisioning and can sup-
port your organization’s internal workflow. When it is enabled, you have to pop-
ulate the note field before provisioning changes.

You might want your users to populate the Provision Note field with a link to
your internal bug tracking system or project number for tracking and the error
message they see when they leave the field empty will remind them to do so. Illu-
mio Edge does not validate the content entered in the Provision Note field.

When enabled, you cannot provision updates until you enter text in the Pro-
vision Note field. The Confirm & Provision button is grayed out. After you enter
appropriate text in the field the Confirm & Provision button is enabled and you
can provision the update.

To make the provision note mandatory:
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1. Navigate to Settings > Policy Settings. The Policy Settings page appears.
By default, this option is set to No.

— Policy Settings

Provisioning

Require Provision Note No

Source & Destination Order

Ul Column Order  Display Source Column First

Source —*

2. Click Edit.

3. Change the Require Provision Note option to Yes.
4. Click Confirm.

5. Click Save.

Reversible Source and Destination Columns

On the Policy Settings page, you can decide the order in which you want the
Source or Destination column to displayed in the Ul. Previously, the Ul would dis-
play the Source column on the left and the Destination column on the right with
an arrow pointing from left to right.

To define the order of the columns:
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1. Navigate to Settings > Policy Settings. The Policy Settings page appears.
2. Click Edit.

= t Policy Settings

E-E N @ Cancel

Provisioning
Require Provision Note ) Yes

) No

Source & Destination Order

Ul Column Order () Display Destination Column First

o | s

0 Display Source Column First

3. Choose the Ul Column Order.
4. Click Save.

5. Depending on your selection, the Source and Destination columns will be
displayed. Here's an example:

] S
=  Explorer = “UserName v Q ? v

Select Included Sources ~ | select Included Destinations v | selectIncluded Services v

Select Excluded Sources ~ | select Excluded Destinations v | select Excluded Services v

wstonin - oves . L -
Reported View ~ | [ Export 1-500f 5,011 Matched < > Form:t‘TahIe v‘

Reported Ea

Policy ~Source Source Groups Flows/Bytes Last Detected
= - 3 Detected

Decision

l

Allowed feB0:fe:221d:cedd:3a35 — O Deleted Workioad ICMPVG 4flows 11/03/2020 11/03/2020
by Destination (@) internet PR 02:49:44 03:06:51
ff02:1 e
Multicast [NT AUTHORITY\SYSTEM]
Allowed 1e80::1da6:163b:c94d:2a3 — (O Deleted Workload ICMPVE 4 flows 11/10/2020 11/10/2020
by Destination P - t 01:09:33 01:13:40
(@ nternet froz:l System
e [NT AUTHORITY\SYSTEM]
Allowed 1e80::1d28:d483:36ca:9d1 e () eleted Workioad ICMPVE 4 flows 11/18/2020 11/18/2020
i b e nR:20:41 0RARIR
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Troubleshooting

This topic describes how to troubleshoot common issues while using lllumio
Edge.

Blocked Traffic

The Blocked Traffic page shows you all traffic that attempted to communicate
with your workload but was blocked due to policy. Blocked traffic alerts provide
information such as the source and destination IP, source and destination group,
the total number of flows, and the time last detected. You can narrow down the
view by filtering based on Group name, Traffic Status, name of the Workload,
and time filter (last hour, day, week, or month). You can sort the Source and
Destination columns and choose to view Names or IP Addresses.

Events

The Events page displays a list of events based on the activities performed. You
can export all events or export a filtered list of organization events to a CSV file.
You can also do faster filtering via the browser.

= Events EJ  UserName v Q 7

[* Export All l§ [> Export Filtered

C Refresh

Select properties to filter view

~

Customize columns v 50 per page v 1-500f 25,146 Total ¥ < >
by Event | Event Description Severity Status  ~ Timestamp Generated By
user.login User login Informational ~ Success  07/29/2020, 23:23:32 @illumio.com
by Severity
user.sign_in User session created Informational ~ Success  07/29/2020, 23:23:25 @illumio.com
by Timestamp
user.logout User logout Informational ~ Success  07/29/2020, 23:14:44  System
g7 @O | user.logout User logout Informational ~ Success  07/29/2020, 22:46:37  System
user.sign_in User session created Informational  Failure 07/29/2020, 22:34:29  System
user.sign_in User session created Informational  Failure 07/29/2020, 22:34:07  System
. user.sign_in User session created Informational  Failure 07/29/2020, 22:34:03  System
user.login_session_terminated Login user session terminated Informational ~ N/A 07/29/2020, 22:33:46  System
request.authentication_failed Request authentication failed Error Failure 07/29/2020, 22:20:42  System
. request.authentication_failed Request authentication failed Error Failure 07/29/2020, 22:20:42  System
request.authentication_failed Request authentication failed Error Failure 07/29/2020, 22:20:42  System
request.authentication_failed Request authentication failed Error Failure 07/29/2020, 22:156:21 System
. request.authentication_failed Request authentication failed Error Failure 07/29/2020, 22:08:39  System
. reguest.authorization_failed Request authorization failed Error Failure 07/29/2020, 22:03:39  System
user.logout User logout Informational ~ Success  07/28/2020, 21:56:40  System
user.sign_out User session terminated Informational ~ Success  07/29/2020, 21:25:55 .com
. user.logout User logout Informational ~ Success  07/29/2020, 21:25:55 System
user.sign_out User session terminated Informational  Failure 07/29/2020, 21:25:565 System
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Export Reports

You can generate reports for Workloads, Services, and IP Ranges in JSON or
CSV formats from the Reports drop-down menu on the corresponding page
and then download the report from the Troubleshooting > Export Reports page.

= Services Bd UserName v Q 2?2 v

A, Provision *J Revert — Remove [« :EICE N ([ Reports ~ |

Select properties to filter view Generate as JSON

Generate as CSV

® Customize columns v 50 per page v 1=12 of
| All Export Reports |
Provision Status ~ Name Port/Protocol Last Modified On *Last Modified By Descripticee——
grp2_win_service_iplist_range ava.exe 07/29/2020, 17:46:38 .com grp2_service_iplist_range
grp2_win_service_port_CIDR_ra 14000 TCP 07/29/2020, 17:46:38 .com grp2_win_service_port_CIDR_ra
nge 14000 nge
l.exe
grp3_win_service_port_CIDR_e 07/29/2020, 17:46:39 .com grp3_win_service_port_CIDR_e
xclude_ip .exe, 16000 xclude_ip
exe
arpd_process_name_env_var_si . - n\ja 07/29/2020, 17:46:39 _ . .com grp4_process_name_env_var
=  Export Reports EJ  UserName v Q ?
B EVLE Ll — Remove 4 Download C* Refresh
Customize columns v 50 per page v 1-10f 1Totalv < >
File name Containing All Generated By ~Generated At Status Retry Download
Services_CSV_2020-07-30_01-18-52 Services illumio.com 07/30/2020, 01:18:52 + Done & Regenerate 4 Download

-39 ] |
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